........

SAMMANFATINING

Byggbeslag levererar produkter, tjanster och smarta lisningar
inom |8s, sakerhet och inredning till din fastighet eller ditt
byggprojekt. Var samlade kapacitet och kampetens ger dig sé
mycket mer &n en bra anldggning - mélet &r att var kunskap
och erfarenhet dven ska minska projektets totala ekonomiska

kostnad och miljomassiga péverkan och samtidigt ka din

trygghet. Det vinner alla pa.
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SAMMANFATTNING

Byggbeslag ar en underkoncern i Ahlmarksgruppen som star for 100 % av dgandet. Byggbeslag bestar av moderbolaget AB Byggbeslag Holding, AB Byggbeslag, Byggbeslag
Las & Sakerhet och AB Byggbeslag Fastigheter som ar systerbolag. Det &r i AB Byggbeslag och Byggbeslag Las & Sakerhet dar affarsverksamheten sker och AB Byggbeslag
Holding rymmer ledning och stab. Nedan kommer hela bolagsstrukturen kallas Byggbeslag och da hanvisning till sérskilda bolag gérs kommer hela bolagsnamnet skrivas ut.

Byggbeslag har ca 300 medarbetare pa 16 platser 6ver hela landet, fran Kiruna i norr till Malmo i séder. Vi levererar produkter, tjdanster och smarta lésningar inom |3s,
sakerhet och inredning till din fastighet eller ditt byggprojekt. Var samlade kapacitet och kompetens ger dig sa mycket mer dn en bra anldggning — malet &r att var kunskap
och erfarenhet dven ska minska projektets totala ekonomiska kostnad och miljomassiga paverkan och samtidigt 6ka din trygghet. Det vinner vi alla pa.

AB Byggbeslag Holding upprattar denna hallbarhetsrapport, dven kallad hallbarhetsforklaring, avseende verksamhetsaret 2024 och avseende Byggbeslag Holding med
organisationsnummer 559410-1346 med dotterbolagen AB Byggbeslag med organisationsnummer 556302-3315, AB Byggbeslag Las & Sdkerhet med organisationsnummer
556172-3593 och Byggbeslag Fastighet med organisationsnummer 559459-7022. Hallbarhetsrapporten ar upprattad i enlighet med bestdammelserna i 6 kapitlet
arsredovisningslagen och direktiv i 2013/34/EU Sustainability reporting standards. Hallbarhetsforklaringen har upprattats av Hallbarhetsansvarig tillika Projektledare for
CSRD pa Byggbeslag. Forklaringen har sedan godkédnns och undertecknas av bolagets VD samt godkéants av styrelsen och tredjepartsgranskats av revisorer.

Syftet med hallbarhetsrapportering ar att ge finansmarknaderna tillgang till information om miljdé massig hallbarhet, social hallbarhet och bolagsstyrning som ar tillforlitlig,
relevant och jamforbar. Rapporteringen ska bidra till att styra in kapital mot hallbara investeringar for att uppna en hallbar tillvaxt. Utéver det ska EU bli en resurseffektiv
och kurrenskraftig ekonomi utan nettoutslapp av vaxthusgaser. En socialt rattvis omstallning till ett hallbart ekonomiskt system.

Byggbeslag vet att hallbarhet ar en viktig kalla till affarsmojligheter som ger konkurrensférdelar. Byggbeslags formaga att hantera risker och méjligheter inom inte minst
hallbarhet paverkar framtida formaga att na framgang. Det finns en viljeriktning inom Byggbeslag att bidra till att bekdmpa milj6- och klimatférandringar — det tror vi ar en
vag mot framgangsrika affarer.

Under verksamhetsaret 2024 har Byggbeslag arbetat aktivt med att hitta strategier for hur CSRD ska hanteras, haft intressentdialoger med kunder och leverantdrer och satt
ramarna for hur klimatdata ska hanteras. Byggbeslags vasentliga hallbarhetsomraden i féreliggande rapport ar E1 (klimatforandringar), E5 (resursanvandningar och cirkular
ekonomi), S1 (egen medarbetarstyrka), S4 (nytta for slutkonsumenter) och G1 (ansvarsfullt foretagande).

2024 ars hallbarhetsférklaring innehaller de beredningar som kravs for att ligga i god fas med kommande krav enligt CSRD. Byggbeslag verkar inom en konkurrensutsatt
bransch varfor upplysningar vilka skulle ge konkurrenter 6vertag gentemot Byggbeslag skalats bort, hit hor réjande av identiteter for kunder och leverantérer samt detaljer
kring Byggbeslags strategier — saval finansiellt orienterade strategier som hallbarhetsstrategier och verksamhetsmal. Daremot redovisas Byggbeslags hallbarhetsforklaring
och de resultat som kommer ur den dven om receptet Byggbeslag anvander for att na dit behover forbli en angeldgenhet for bolaget.

Byggbeslags VD, Hakan Larsson, har under aret avgatt och ersatts med Peter Larsson.
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ALLMANNA UPPLYSNINGAR

HALLBARHETSREDOVISNING 2024

AB Byggbeslag Holding upprattar denna hallbarhetsrapport, dven kallad hallbarhetsforklaring,
avseende verksamhetsaret 2024 och avseende Byggbeslag. Hallbarhetsforklaringen ar upprattad i
enlighet med bestammelserna i 6 kapitlet arsredovisningslagen och direktiv i 2013/34/EU
Sustainability reporting standards.

Foreliggande hallbarhetsredovisning ar skriven av Frida Eriksson, Hallbarhetsansvarig tillika
projektledare for CSRD pa Byggbeslag. Forklaringen har sedan godkédnns och undertecknas av
bolagets VD samt godkants av styrelsen och tredjepartsgranskats av revisorer.

M

A ) . d \‘WG(::ESLAG
Byggbeslags bolagsstruktur bestar av AB Byggbeslag Holding med org. nr. 559410-1346 som ar A .
moderbolag at foljande systerbolag med tillhérande org. nr., AB Byggbeslag 556302—3315, AB N |1 0 s
Byggbeslag Las & Sakerhet 556172-3593 och AB Byggbeslag Fastigheter 559459—-7022. Den
finansiella rapporteringen sker for respektive bolag separat. Foreliggande hallbarhetsférklaring
redovisar samtliga bolag i strukturen tillsammans da de gar in i varandra och &r svara att separera
géllande hallbarhetsdata, samtliga bolag har samma hogsta ledning.

SYFTE

Byggbeslag vet att hallbarhet ar en viktig kalla till affarsmojligheter som ger konkurrensfordelar. Byggbeslags formaga att hantera risker och majligheter inom inte minst
hallbarhet paverkar framtida formaga att na framgang. Det finns en viljeriktning inom Byggbeslag att bidra till att bekdmpa miljé- och klimatférandringarna — det tror vi ar
en vag mot framgangsrika affarer. Syftet med hallbarhetsrapportering ar att ge finansmarknaderna tillgang till information om miljé, samhallsansvar och bolagsstyrning som
ar tillforlitlig, relevant och jamforbar. Rapporteringen ska bidra till att styra in kapital mot hallbara investeringar for att uppna en hallbar tillvaxt. Utéver det ska EU bli en
resurseffektiv och kurrenskraftig ekonomi utan nettoutslapp av vaxthusgaser. En socialt rattvis omstallning till ett hallbart ekonomiskt system.

EU:S GRONA GIV OCH CSRD

Byggbeslag har paborjat ett arbete och startat upp ett projekt i syfte att skapa forutsattningar for att rapportera enligt CSRD. Genom dubbel vasentlighetsanalys och
prioritering har Byggbeslag valt ut de mest vasentliga hallbarhetsomraden som vi ska arbeta med inom miljomassig hallbarhet, social hallbarhet och bolagsstyrning. Denna
hallbarhetsredovisning har tagit inspiration fran kraven i CSRD men dessa krav ér tillampliga for Byggbeslag forst 2025 via Ahlmarkskoncernen och 2026 for det egna
bolaget. Vasentligt for Byggbeslag att rapportera ar de allméanna delarna i ESRS 2, E1 och E5 inom miljémassig hallbarhet, S1 och S4 inom social hallbarhet och G1 inom
bolagsstyrning.
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LAT OSS PRESENTERA BYGGBESLAG

Byggbeslag ar en underkoncern i Ahlmarksgruppen
som star for 100 % av dgandet. Byggbeslag bestar
av moderbolaget AB Byggbeslag Holding och AB
Byggbeslag, Byggbeslag Las & Sikerhet och AB
Byggbeslag Fastigheter ar systerbolag. Det ar i AB
Byggbeslag och Byggbeslag Las & Sakerhet dar
affarsverksamheten sker och i AB Byggbeslag
Holding finns ledning och stab. Nedan kommer hela
bolagsstrukturen kallas Byggbeslag och da
hanvisning till sarskilda bolag gérs kommer hela " 2
bolagsnamnet skrivas ut. ‘?ﬁ'""""’; =
. " \Arr;r
Byggbeslag har ca 300 medarbetare pa 16 platser - ¢ ’J,; b—
over hela landet, fran Kiruna i norr till Malmo i = = ' :;.;Q—
soder. Vi levererar produkter, tjanster och smarta ' :
I6sningar inom 13as, sakerhet och inredning till din
fastighet eller ditt byggprojekt. Var samlade
kapacitet och kompetens ger dig sa mycket mer an
en bra anlaggning — malet ar att var kunskap och
erfarenhet dven ska minska projektets totala
ekonomiska kostnad och miljomassiga paverkan
och samtidigt 6ka din trygghet. Det vinner vi alla pa.

FUNKTIONELLA LOSNINGAR SOM EFTERFRAGAS VARJE DAG

Var resa tog sin borjan i slutet av 50-talet da AB Byggbeslag startade sin verksamhet i Karlstad med att salja beslag till bygg- och fastighetsbranschen. Huvudkontoret ligger i
Karlstad. Under aren som gatt har bade vart erbjudande och var verksamhet vaxt, bade genom nyetableringar och genom att nya foretag forvarvats runt om i landet. Vara
tjanster efterfragas dagligen av byggentreprendrer, hustillverkare, fastighetsdgare och bostadsrattsféreningar. Det kan handla om att tillgénglighetsanpassa en fastighet, att
installera och driftsatta ett lassystem eller fér den delen att leverera och driftsatta ett komplett sakerhetssystem med passersystem, larm och kamera.
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AFFARSMODELL

Byggbeslag bedriver forsaljning av varor och tjanster inom las och sakerhet samt fastighetsnara inredning med huvudsakligt fokus pa offentlig miljo, kommersiella
fastigheter och flerbostadshus. Kunderna ar foretag och organisationer, byggentreprendrer, fastighetsdgare och forvaltare.

Var affar omfattar hela vardekedjan fran projektering, leverans och installation till uppféljande servicetjanster. Vi efterstravar kostnadseffektiva och hallbara l6sningar for
vara kunder genom bland annat vara tjansteerbjudanden inom projektering, installation, service och logistik.

Vi har férutsattningar fér, och som mal att, félja byggnaden genom hela livscykeln.

AFFARSIDE

Byggbeslags affarsidé ar
att leverera produkter,
tjanster och smarta
|6sningar inom 13s,
sdkerhet och inredning till
din fastighet eller ditt
byggprojekt. Var samlade
kapacitet och kompetens
ger dig sa mycket mer &n
en bra anlaggning — malet
ar att var kunskap och
erfarenhet dven ska
minska projektets totala
kostnad, saval finansiell
som hallbar, och samtidigt
Oka din trygghet. Det
vinner vi alla pa!

N
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INTRESSENTER

Byggbeslags viktigaste intressenter dr de som far var verksamhet att fungera, vara medarbetare. Efter dem kommer nyckelkunder, nyckelleverantérer och dgare som utgér
forutsattningarna for att Byggbeslags affarsmodell ska vara mojlig. Med sina viktigaste intressenter har Byggbeslag daglig kontakt dar det ar tydligt vem som ar ansvarig for
att uppratthalla dessa relationer. Syftet med att interagera med vara intressenter ar enkelt: de utgdr grunden for var verksamhet och fér att vi ska kunna vara en hallbar
aktor inom bygg- och fastighetsmarknaden pa lang sikt. Intressenternas intressen, krav och méjligheter &r grunden i Byggbeslags strategiska arbete.

Med narhetsprincipen som grund ar Byggbeslags relevanta intressenter:

o Kunder
Med vara kunder har vi ocksa stéandiga kontakter pa olika plan. Nagra av kunderna har valt att genomféra revisioner inom bland annat hallbarhet, kvalitet, miljo, sdkerhet
och socialt ansvar i syfte att folja upp Byggbeslags arbete och utveckling inom omradena samt for att starka samarbetet. Inom intressentgruppen kunder sker arbetet kring
kundrelationer inom forsaljningsfunktionerna.

o Medarbetare
Forutom att vi moter vara medarbetare i dagliga samtal sker mer strukturerad och regelbunden insamling av asikter och synpunkter vid till exempel personalméten,
medarbetarsamtal och medarbetarundersokningar. Aspekter som ar viktiga for vara medarbetare handlar ofta om ledarskap, kommunikation, personlig utveckling och
kompetens, halsa och sdkerhet samt anstallningsvillkor vilka ar faktorer som antingen ryms inom Byggbeslags strategiarbete eller hallbarhetsarbete.

o Agare
Byggbeslag dgs av Ahlmarkskoncernen vilka standig dialog sker med géllande styrning av bolaget. Att Byggbeslag arbetar aktivt med hallbarhet ar prioriterat i dgardirektivet.

o Leverantoérer
Vara leverantorer ska alltid signera var Uppférandekod och Leverantérsbedémningar ska géras med samtliga leverantérer 6ver en viss omsattning. Inképsfunktionen inom
Byggbeslag har genom vara kategorichefer daglig kontakt med manga av vara leverantorer.

o Myndigheter
Med myndigheter har Byggbeslag den kontakt som kravs for att bedriva ett hallbarhetsarbete i framkant men dessa kontakter sker vid behov. Da det sker allvarliga olyckor
eller tillbud kontaktas Arbetsmiljoverket och en av Byggbeslags filialer har under 2023 haft besok av Arbetsmiljéverket som beromde Byggbeslags arbete med Social
hallbarhet.

o Framtida generationer
| Byggbeslags héllbarhetsarbete ar framtida generationer en intressent som ska tas i beaktande. Byggbeslag interagerar med framtida generationer genom de standarder
och lagkrav som kommer fran beslutsfattare och Byggbeslags ambitiosa miljomal.

Pa sikt forvantas Byggbeslags samtal med intressenter bottna dn mer i 6verforingar av hallbarhetsdata da det ar ett krav som lyfts pa manga fronter.
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RAMVERK INOM HALLBARHETSSTYRNING

Genom Byggbeslags ambitiosa verksamhetsmal, efterlevnad av krav fran lagstiftare och kunder samt ambitioner att vara en hallbar aktér inom bygg- och
fastighetsbranschen har Byggbeslag forstatt vikten av ett framgangsrikt hallbarhetsarbete for att vara framgangsrik i branschen 6ver tid. For att uppna detta anvander sig
Byggbeslag av en rad strategier och ramverk inom Hallbarhetsstyrning.

DE GLOBALA MALEN

Agenda 2030 med 17 globala mal fér hallbar utveckling syftar till att utrota fattigdom och hunger,
forverkliga de manskliga rattigheterna for alla, uppna jamstalldhet och egenmakt for alla kvinnor
och flickor samt sakerstalla ett varaktigt skydd fér planeten och dess naturresurser. Globala malen EKONOMI
ar integrerade och odelbara och balanserar de tre dimensionerna av hallbar utveckling: den
ekonomiska, den sociala och den miljomassiga.

| denna forsta generations Hallbarhetsstyrning delade man in Hallbarhet i tre aspekter: Ekologisk,
social, och ekonomisk hallbarhet. Ekologisk hallbarhet kan ses som férutsattning for saval social som
ekonomisk hallbarhet. Social hallbarhet ligger till grund for att en ekonomisk hallbarhet ska vara
mojlig. Dessa kan nastan rakt av 6versattas med de begrepp som anvands i nystiftade lagar och
standarder med miljémassig hallbarhet, social hallbarhet och bolagsstyrning, dven kallat ESG. e

ESG star for Environmental, Social samt Governance — Miljoméssig hallbarhet, Social hallbarhet och Bolagsstyrning. Inom begreppet ryms alla
hallbarhetsfragor som beror foretag, organisationer och samhallet. Det &r en finansiell branschstandard som anvands for att mata hur hallbart ett
foretag ar. Byggbeslags hallbarhetsarbete utgér fran ESG och bolagets verksamhetsmal/hallbarhetsmal dr knutna till dessa kriterier. Aven detta ar
en del av anpassningen till kommande CSRD-krav och foreliggande hallbarhetsredovisning.

Byggbeslags dgardirektiv faststaller att vi aktivt ska jobba med de globala malen och ESG.

Governance

ISO-CERTIFIERINGAR

Byggbeslag ar certifierade enligt ISO 14001 fér miljo sedan 2022 och ISO 9001 for kvalitet sedan 1996. Vilket intygar att
bolaget arbetar strukturerat och systematiskt med dessa fragor. For arbetsmiljo foljer Byggbeslag 1ISO 45001 men &r inte
certifierade. Enheter inom Byggbeslag ar certifierade for Lascertifikat enligt SSF 1040 och Inbrottslarm enligt SSF 1015.
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EU:S GRONA GIV

Den europeiska grona given, eller the European Green Deal, omfattar en rad politiska atgarder och initiativ som syftar till att géra Europa till varldens forsta
koldioxidneutrala kontinent till ar 2050, genom att minimera utslappen av vaxthusgaser och 6ka anvandningen av férnybara energikallor.
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CSRD

CSRD &r EU:s nya direktiv for hallbarhetsrapportering. Direktivet starker rapporteringskravet fér hallbarhet och
har tagits fram med anledning av behov av 6kad transparens och jamférbarhet av hallbarhetsinformation och
pa sa vis bidra till en mer hallbar och ansvarsfull affarspraxis. Byggbeslag ar i en forandringsprocess dar man
gar till att anpassa forvaltningsberattelsen till kraven i CSRD.

CSDDD

Genom Byggbeslags vardekedja berérs vi av CSDDD vilket kommer behandlas inom den sociala
hallbarhetsrapporteringen genom kategori S2. Genom leverantérsbedémningar och uppférandekoder arbetar
Byggbeslag med uppfylinad av kraven i direktivet. Kravet blir aktualiserat for Byggbeslag rapporteringsaret
2026. Forberedelser infor efterlevnad av kravet har paboérjats genom projekt CSRD och manskliga rattigheter
och anti-korruptionsarbete kommer vara en vasentlig del av Byggbeslags hallbarhetsarbete. Fran 2024
kommer KPl:er finnas for manskliga rattigheter och anti-korruptionsarbete.

TAXONOMI

Byggbeslag berérs av EU taxonomin vilken vi i var Hallbarhetsstrategi ska integrera i vart malarbete och hallbarhetsrapportering.

EU taxonomin &r ett regelverk som hjalper till att klassificera miljomassigt hallbara ekonomiska investeringar. Syftet med EU taxonomin ar att pa sikt na Parisavtalet om
klimatneutralitet till 2050. | EU taxonomins riktlinjer definieras vad som ar en miljémassigt hallbar ekonomisk investering med hjalp av ett gemensamt
klassificeringssystem. Byggbeslag berors av EU: taxonomin genom att vara en aktér inom Bygg- och fastighet.

Byggbeslag ser taxonomin som en del i sin strategi att vara en hallbar aktor inom byggbranschen och en stark konkurrensférdel. Genom att bidra till begréansningar av
klimatforandringar, vilket redovisas under den miljomassiga hallbarheten, lever Byggbeslag upp till taxonomins krav. Kommande arbete med cirkuldr ekonomi kommer dven
den bidra till uppfylinad av kravet. Byggbeslag berors av kravet forst 2026.
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https://ec.europa.eu/info/business-economy-euro/banking-and-finance/sustainable-finance/eu-taxonomy-sustainable-activities_en
https://ec.europa.eu/info/business-economy-euro/banking-and-finance/sustainable-finance/eu-taxonomy-sustainable-activities_en

STYRNING AV BYGGBESLAGS HALLBARHETSARBETE

Byggbeslags hallbarhetsarbete leds av Hallbarhetsansvarig
tillika Projektledare for CSRD med VD och féretagsledning som
beslutande organ. Genom en aktiv omvarldsbevakning och
kontinuerlig lagbevakning tillsammans med
kompetensutveckling och dialoger med kunder, leverantorer
och medarbetare sdkerstaller Byggbeslag att man hdanger med i
trender och férandringar som sker inom branschen.

Byggbeslags ledningssystem, som vi kallar Vart s&tt att arbeta,
hanterar fragor inom hallbarhetsomradet. Rutiner pa
overgripande niva ska sakerstalla att vi uppfyller de krav som
stalls pa var verksamhet. Interna krav, dgarkrav, krav fran
myndigheter, kundkrav, krav i standarder och normer vi valt att
folja.

VD har det 6vergripande hallbarhetsansvaret inom Byggbeslag,
Hallbarhetsansvarig har det strategiska och operativa
hallbarhetsansvaret, samtliga chefer har ett lokalt
hallbarhetsansvar och samtliga medarbetare har ansvar for att
folja de rutiner som de presenterats for vid introduktion eller Idpande arbete. En skriftlig férdelning av arbetsuppgifter for att bland annat sakerstalla verksamhetens
lagefterlevnad samt genomforande enligt affarsplan, gors ner till uppfoljningsbar niva.

Attestinstruktionen med tillhérande rutiner syftar till att sdkerstalla planering och I6nsamhet i vara affarer, men ocksa till att, tillsammans med var uppférandekod,
motverka och upptéacka fall av korruption.

Hallbarhetsansvarig ansvarar for Byggbeslags strategiska hallbarhetsarbete och presenterar strategier inom hallbarhet, miljo, kvalitét, arbetsmiljo, sdkerhet, anti-
korruptionsarbete, likabehandling och systematiskt brandskyddsarbete for foretagsledningen i samband med ledningsgruppsmoten.

Hallbar utveckling dr en integrerad del av Byggbeslag. Underhall, service och reparationer 4&r omraden inom Byggbeslags kdrnverksamhet som bidrar till hallbar utveckling
och det kommande ESRS-standard géllande cirkular ekonomi (E5) samt uppfyllnad av vissa globala mal och Sveriges miljomal. Genom att ateranvanda och reparera bidrar
Byggbeslag till en langre livstid for vara produkter.

Precis som kvalitetsarbetet ska hallbarhetsarbetet pa Byggbeslag vara en integrerad del av allt som sker varfor alla i sina roller beh6ver vara delaktiga i den hallbara
utvecklingen for Byggbeslag som ett bolag som vinner i langden med god ekonomisk tillvaxt, trygga anstallningsformer och en affar fri fran korruption.
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FORETAGSLEDNINGENS STRATEGIARBETE

Byggbeslags kdrnverksamhet arbetar dagligen med att sdlja och installera hallbara dorrlésningar som ska ha en lang
livslangd och kunna lagas och repareras vid behov och servas i forebyggande syfte. Genom arbete med registrering av varor
i olika tjanster sakerstaller dven Byggbeslag att vara delar av byggnaden ska kunna ateranvéandas eller atervinnas da
Byggnadens livslangd gatt ut.

Vikten av att bedriva hallbar affarsverksamhet ar standigt stegrande och under 2024 har Byggbeslag tydligt visat sig som en
hallbar partner som arbetar med att fa in klimatdata i branschen. Genom leverantérskrav och kundbrev har Byggbeslag
stakat ut var vag framat. Byggbeslag har dven upprattat en fardplan for hur bolagets miljomal ska nas vilket &r en viktig del
av bolagsstrategin dar hallbarhet &r en av grundpelarna for att lyckas.

Byggbeslags vardeord, Tillsammans — Hallbart — Sdkert, kan enkelt kopplas till hallbarhetens tre ben, social hallbarhet,
miljomassig hallbarhet och bolagsstyrning. Vardeorden kan ocksa kopplas till hur vi ska agera mot vara medarbetare,
kunder och leverantorer och hur vi som bolag star enade som systrar.

En enkel GAP-analys har genomforts i anslutning till Projekt CSRD dar det blir tydligt vilka delar av hallbarhetskraven i CSRD
som vi ar starka inom och vilka vi behover arbeta mer med framat. Det ar tydligt att Byggbeslag star stadigt pa tva ben
gallande social hallbarhet och bolagsstyrning dar man har en trygghet i att man som ett bolag som endast ar verksamma i
Sverige, har grundlaggande varderingar, normer och lagkrav dar stora delar av kraven i CSRD ar en sjalvklarhet.

Byggbeslag ligger bra till med identifiering av klimatpaverkan inom scope 1-2 men kommer de ndarmsta aren behova
fokusera pa att identifiera klimatdata inom scope 3, dar sarskilt klimatdata for inképt material som vi installerar eller séljer
vidare.

De delar dar vi som bolag behover ldagga mer resurser kommer hanteras inom Projekt CSRD som leds av Hallbarhetsansvarig
men dar delar av forsaljningsorganisationen, inkdp- och leverantdrsorganisationen och delar av stédorganisationen kommer
vara delaktiga.

| vart strategiarbete har Byggbeslag dven faststallt att vidareutveckling av kanalstrategi ska ske med syfte att starka e-
handeln inom bolaget.

Byggbeslags overgripande riktlinjer for hallbarhetsarbetet har faststallts i fardplan for att na Byggbeslags miljomal, intern och
extern uppférandekod, miljopolicy, arbetsmiljépolicy, kvalitétspolicy, likabehandlings- och jamstalldhetspolicy samt
koncernens policy mot mutor och korruption.

Bolagets affarsidé och verksamhetspolicys presenteras pa intranatet. De omprovas arligen av ledningen och ingar som en
grundldggande del vid introduktion av nya medarbetare.

Byggbeslag foljer EU:s sanktioner mot Ryssland och Belarus. Byggbeslag arbetar inte heller med, eller med foretag som i sin
tur, arbetar inom vapen eller tobaksindustrin. Byggbeslag arbetar inte direkt inom fossila branslen men dessa anvands under verksamhetsaret 2024 f6r transporter.

Transaktion 09222115557542316041 Signerat PL, LJ, HL, FT, FE




BYGGBESLAGS HALLBARHETSSTRATEGI

A R4

Byggbeslags dgardirektiv ar tydligt i avseendet hallbarhet. Byggbeslag ska arbeta med hallbarhet utifran ESG
vilket bendmns som miljémassig hallbarhet, social hallbarhet och bolagsstyrning samt évergripande
fokusomraden genom FN:s 17 hallbarhetsmal nedan bendmnt som de Globala malen. Inom den miljémaéssiga
hallbarheten ar det 6vergripande malet att Byggbeslag ska bli klimatneutrala senast 2045 vilket beskrivs mer
under avsnittet for Miljomassig hallbarhet. Vagen for att na Byggbeslags miljomal beskrivs i “Fardplan for att bli
klimatneutrala”. Inom den sociala hallbarheten &r malet om 0 olyckor med franvaro en central del tillsammans
med mal pa frisknarvaro och personalomsattning dar jamstalldhet och mangfald &r viktiga delar i rekryteringen.

En viktig del av hallbarhetsstrategin ar att i takt med att hallbarhetsomradet vaxer och blir en alltmer sjalvklar
del inom verksamheten dndras dess betydelse och omfattning. Delar av hallbarhet som tidigare varit ndgot som
ar "trevligt” att ha har vaxt in till hygienfaktorer som man som bolag maste ha for att vara framgangsrika. Det
gor i forlangningen att hallbarhetsarbetet flyttas fran Hallbarhetsansvarig till att bli en angeldgenhet for stora
delar av organisationen som behdver vara delaktig i olika delar av hallbarhetsarbetet. Den omstéllningen har pa
riktigt paborjats under 2024 och kommer fortsatta att spridas inom organisationen under 2025.

| den dagliga ledningen av bolaget samt i den taktiska och strategiska ledningen ar hallbarhet en av
grundpelarna som foljer alla beslut som fattas.

Byggbeslag ser affairsmojligheter i
att vara ett foretag i framkant gallande hallbarhet inom samtliga aspekter, miljomassig
hallbarhet, social hallbarhet och bolagsstyrning vilket under 2024 har visat sig vara ratt.

~ Byggbeslag arbetar darfor aktivt med att starka sin position samt kommunicera ut de framsteg
som gors. Vi har som ambition att genom gott anseende inom hallbarhet och faktiska data kunna
vinna anbud till stora kunder med hog hallbarhetsprofil. Vara kunder ska veta att de alltid kan lita
pa oss och vi ska vara aktuella i alla upphandlingar kring byggprojekt med hoga
hallbarhetsambitioner. Allt arbete inom hallbarhet pa Byggbeslag foljer en tydlig rod trad dar mal
2. och policys har tydliga samband med kunder, leverantérer, branschorganisation och lagkrav.
Byggbeslag har varit snabba pa EU:s grona giv och under 2024 haft manga intressentdialoger
med framst kunder och leverantérer dar vi dven har kommunicerat ut var riktning inom
hallbarhetsarbetet och vad som kommer kravas av vara leverantorer for att kunna vara med oss
pa var hallbarhetsresa. Vi ser har stora konkurrens och affarsmojligheter.
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HOGSTA LEDNINGENS HALLBARHETSKOMPETENS

Den hogsta ledningen inom Byggbeslag bestar av Byggbeslags bolagsstyrelse foljt av foretagsledningen pd Byggbeslag, ledningsgrupper inom de bada affairsomradena och
regionerna inom AO Las & Sakerhet.

Inom styrelsen, foretagsledningen, affirsomradesledning och regional ledning finns det ingen sakkunnig inom hallbarhet. Daremot &r
Hallbarhetsansvarig pa Byggbeslag ansvarig for Byggbeslags hallbarhetsarbete och strategier inom hallbarhet presenteras for
foretagsledningen som fattar beslut. Hallbarhetsansvarig ar dven projektledare fé6r CSRD inom Byggbeslag.

De operativa cheferna har fatt till sig hallbarhetskompetens genom utbildning i hallbarhet pa Byggbeslag av Hallbarhetsansvarig tillika
projektledare for CSRD.

Byggbeslags VD, Peter Larsson, ger sin syn pa hallbarhet:

Hdllbar utveckling handlar inte bara om milj6é och klimat. Det dr ocksa en frGga om den sociala och ekonomiska aspekten av hur vi far
planeten att leva vidare tillsammans med oss mdnniskor. Enligt FN:s definition dr hdllbar utveckling “en utveckling som tillfredsstdller
dagens behov utan att dventyra kommande generationers méjligheter att tillfredsstdlla sina behov”.

De tre hdllbarhetsaspekterna:

Madnga tinker i forsta hand pa klimat och miljé ndr de hér ordet héllbarhet. Men begreppet omfattar tre aspekter som ni behéver ta hénsyn till i alla beslut och i den
utveckling ni driver:

e den sociala aspekten: Den mdnskliga dimensionen. Hur pGverkar er verksamhet er sjélva och alla runtomkring? Det handlar bland annat om hur era anstdllda mdr,
men ocksG om hur alla pa ett rdttvist, jdmstdllt och jamlikt sdtt ska kunna ta del av jordens resurser. Att respektera mdnskliga réttigheter.

e den ekonomiska aspekten: Den hushdllande dimensionen — att inte férbruka kapitalet utan att ta av avkastningen. Det handlar om att agera langsiktigt och inte
fokusera pa att maximera inkomsterna pa kort sikt. Hur motverkar er verksamhet fattigdom och hdller ni er inom de ekologiska ramarna?

e klimat- & miljéaspekten: Detta utgér alltings grund och kan ségas vara var livférsdkring. Det handlar om att verka pad ett sddant sétt sa att vi har fungerande
ekosystemtjdnster som férser oss med ren luft, rent vatten, filtrering av UV-strdlar, insekter som pollinerar véxterna och sd vidare.

Inom Byggbeslag:

Byggbeslag har startat upp CSRD arbetet och utvecklat, Fdrdplan - Byggbeslags vig mot klimatneutralitet samt Hdllbarhetsrapporter.
e Byggbeslag har och utvecklat en process fér att samla in klimatdata fran vdra leverantérer.
e Beslutet togs i bérjan av 2025 att investera i EPD:er for de produkter Byggbeslag utvecklat sjélva.

e Vi har precis sdkerstdllt att miljiédata pa produkter kommer koppas till artikelnummer och kundorder, detta innebdr att vi alltid kan ge vdara kunder korrekt
information.
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For att vara ytterst ansvarig samt beslutande organ kravs att hogsta ledningen besitter viss kompetens inom hallbarhet, for att na det har Hallbarhetsansvarig tillika
projektledare for CSRD utbildat foretagsledning och delar av organisationen i grundldggande hallbarhet och hur det appliceras pa Byggbeslag.

KOMPETENSINHAMTNING

Kompetensprofilen inom héllbarhet pa Byggbeslag ar koncentrerad till Hallbarhetsansvarig tillika
projektledare for CSRD pa Byggbeslag. Under verksamhetsaret har hallbarhetsansvarig
kompetensutvecklats inom de nya lagkraven som kommer beréra Byggbeslag genom EU:s gréna
giv och framfor allt CSRD. Hallbarhetskompetensen inom bolaget har starkts genom digital
internutbildning dit samtliga medarbetare bjods in. Hallbarhetsansvarig har dven haft
kompetenshdjning genom extern utbildning inom berdkningar enligt GHG-protokollet.

Genom Byggbeslags Miljopolicy forbinder vi oss att sakerstalla att det finns tillracklig
miljokompetens pa bolaget och att miljokompetensen ar adekvat for den roll man besitter.

KOMPETENSPROFIL INOM HALLBARHET

Hallbarhetsansvarig tillika projektledare for CSRD pa Byggbeslag har kandidatexamen fran
Linkopings Universitet i Miljovetenskap och har darefter 10 ars erfarenhet av
verksamhetsstyrning och revisioner inom saval miljomassig hallbarhet som social hallbarhet och
bolagsstyrning. Inom bolagsstyrning har hégsta ledningen tillsammans en gedigen erfarenhet,
HR-chef sitter pa kompetens inom social hallbarhet inom den egna arbetsstyrkan.

Foretagsledning har inte tagit upp kompetens inom hallbarhet i sitt strategiarbete eller i arbetet
med risker och mojligheter. Byggbeslag har annu inte kommit tillrackligt langt i sitt
hallbarhetsarbete for att kunna beskriva och implementera due diligens i vardekedjan eller for
att till fullo kunna redogéra for vilken effekt Byggbeslags policys, handlingsplaner, matetal och
mal har gett.

PRIORITERING AV HALLBARHETSRELATERADE FRAGOR OCH HUR MAN INTEGRERAR HALLBARHET | VERKSAMHETEN OCH REDOGORELSE AV INCITAMENT

Givet externa forutsattningar med lag konjunktur och hog inflation har hallbarhetsarbetet inte varit en prioriterad del av verksamheten under verksamhetsaret 2024 som
har haft sitt storsta fokus pa séljarbete och den finansiella Ionsamheten. Dock pagar en omstallning i samhallet som kraver uppflyttning av hallbarhet till ett av de mest
prioriterade omradena for att vinna affarer. Byggbeslag har under slutet av 2024 kunnat se tendenser till harda krav pa klimatdata fran nagra kunder och férvantar sig
under 2025 fa mer krav i den riktningen och férvantar sig att férmagan att under 2025 kunna leverera klimatdata genom vardekedjan kommer vara avgorande for att vara
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framgangsrika kommande ar. Hogsta ledningen far idag inga incitament, varken finansiella eller andra, kopplade till hallbarhet pa
Byggbeslag. Med anledning av kommande krav fran EU genom den grona given, certifieringar som Byggbeslag besitter och
omvarldens fokus har féretagsledningen fatt del av information inom hallbarhet relevant for Byggbeslag I6pande under 2024. Under
verksamhetsaret 2024 har Hallbarhetsansvarig tillika projektledare for CSRD drivit pa projektet dar tidigare forklarad
kompetensinhamtning ingatt for delar av verksamheten. Hallbarhetsansvarig ar den resurs som har hallbarhetsarbetet tilldelat och
som driver den fragan. Under aret har fler delar av organisationen fatt ansvar for delar av hallbarhetsarbetet som ror deras
ansvarsomraden. Kommunikation har forts med kunder och leverantérer om hur Byggbeslag d@mnar leva upp till lagstiftningens och
omvarldens krav och skriftliga brev gillande detta har skickats ut. Hallbarhet och CSRD ingar numer i ledningens arshjul och CSRD
och CSDDD har lyfts in i ledningens genomgang vilken genomfords tva ganger om dret. Under verksamhetsaret har Byggbeslags
Miljopolicy och Interna uppférandekod uppdaterats i linje med kraven i CSRD och prioriteringarna fran den Dubbla
vasentlighetsanalysen. Byggbeslags VD godkande under slutet av aret en Fardplan som visar Byggbeslags vdag mot klimatomstallning
och redovisar hur Byggbeslag amnar leva upp till satta miljomal pa kort och lang sikt. Fardplanen finns pa byggbeslag.se.

Styrelse och foretagsledning ar insatta i de 6kade kraven pa hallbarhetsarbetet.

HOGSTA LEDNINGENS SAMMANSATTNING

Till ledning inom Byggbeslag, bade hogsta ledning och lokala ledningsgrupper, viljs ledare pa dess kompetens och lamplighet att
utfora arbetet. Med strategin for hogsta ledningens sammansattning stravar man efter att skapa ledningsforum pa central och lokal
niva med kompletterande kompetenser, erfarenheter och synsatt. | ledningsgruppen stravar vi efter att fa mer mangfald pa olika
nivaer dar man kan kompletteras i avseendena kompetenser, erfarenheter och synséatt. For att vanda trenden och fa stérre mangfald
maste vi framat vara aktiva i successionsplanering for att hjalpa talanger att klattra inom bolaget.

Hogsta ledningen pa Byggbeslag innefattar Byggbeslags styrelse bestaende av tre ordinarie medlemmar samt adjungerande VD och
ekonomichef fran Byggbeslag dar samtliga ar verkstdllande. Samtliga medlemmar har ursprung i Sverige och dr man.

| Byggbeslags foretagsledning sitter 5 personer, varav en kvinna och fyra man. Byggbeslags VD ar en man. Utéver de fem ordinarie
medlemmarna av ledningsgruppen finns tva adjungerande medlemmar i form av IT-chef och hallbarhetsansvarig, en man och en

kvinna. Dessa redovisas inte i hogsta ledningen utan i sina respektive affarsomraden. Samtliga ordinarie medlemmar ar verkstallande.
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Fordelning mellan kvinnor och man i Byggbeslags foretagsledning

100,0%
80,0%
60,0%
o -
0.0% ] - ] ]
2019 2020 2021 2022 2023 2024
B Man B Kvinnor
FORDELNING AV LEDANDE ROLLER Sammanséttning alla ledare
Utdver foretagsledningen finns en chefsstruktur pa Byggbeslag indelad i tre 100%
omraden. 90%
80%
o Affarsomrade Las & Sakerhet leds av Affairsomradeschef, affairsomradet 0%
har dartill 6 regionchefer och 11 platschefer varav vissa sitter pa rollen 60%
bade som regionchef och platschef samt nio produktionsansvariga och 50%
gruppledare. Affirsomradet leds av tidigare namnda samt 40%
1)
funktionsansvariga av kategorichefer och Key Acount Managers (KAM). 280//"
e Affarsomradet Material leds av VD som &r tillférordnat 10(;: I
Affarsomradeschef samt Forsaljningschef som har ansvar for personal 0% . [ | l
och férséljning, dartill finns tva gruppledare fér innesélj och en Kvinnor Nordiskt Utomnordiskt  Verkstallande
gruppledare for industri. Affairsomradet har en ledningsgrupp som utéver ursprung ursprung
tidigare namnda bestar av kategorichefer och KAM.
e Byggbeslag (centralt) leds till stérsta del av de chefer som finns med i W Byggbeslag centralt M Las och sakerhet M Material Styrelsen
foretagsledningen, utéver det finns lagerchef for centrallagret.
2024 Totalt Man Kvinnor Man Kvinnor Nordiskt ursprung | Utomnordiskt Verkstallande Icke
ursprung verkstdllande
Byggbeslag centralt 5 4 1 83% 11% 100% 0% 100% 0%
Las och sakerhet 31 24 7 77% 23% 94% 6% 100% 0%
Material 8 5 3 63% 38% 88% 13% 100% 0%
Styrelsen 3 3 0 100% 0% 100% 0% 100% 0%
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RESULTATET AV STYRNINGEN

Kvalitativa och kvantitativa resultat i verksamheten f6ljs upp i regelbundna ledningsmdoten, uppféljning av handlingsplaner, ekonomigenomgangar och skriftlig rapportering.
Resultatet av hur val Vart Satt Att Arbeta fungerar f6ljs dessutom upp genom interna och externa revisioner.

Byggbeslag arbetar med strategiska finansiella mal, 6vergripande mal och verksamhetsmal. For att uppna de finansiella mal som Byggbeslag har satt arbetar vi med
verksamhetsmal inom kvalitet, miljo och arbetsmilj6. Fardplanen for att nd satta miljémal finns bifogad.

LAGEFTERLEVNAD

Lagefterlevnaden pa Byggbeslag ar indelad i olika
ansvarsomraden dar kontroll av lagefterlevnaden sker av
Byggbeslags Hallbarhetsansvariga. Lagbevakning sker dagligen
och lagefterlevnadskontroller sker tva ganger om aret och
redovisas for foretagsledningen i samband med ledningens
genomgang. Betydande dndringar kommuniceras ut direkt till
berérda parter.

ENGAGEMANG

Byggbeslag ar anslutna till fossilfritt Sverige. Genom medverkan
dar marknadsfor vi Byggbeslag som en hallbar aktor pa
marknaden samtidigt som vi visar vart stéd och var ambition
gallande Parisavtalet, Fit for 55 och de mal som satts saval
globalt som pa EU och nationell niva. Fossilfritt Sverige ska dven
ge mojligheter till samverkan pa en hogre niva och en

forstahandskalla till stora forandringar inom hallbarhet i Sverige.

EU:S GRONA GIV

]

8

2,00
T 9,«9;}

Byggbeslags strategiska installning till EU:s grona giv ar att vi ska ta vara pa radande lage, dar manga konkurrenter med mindre stab har det tufft till att visa att Byggbeslag
ar en hallbar aktor att rakna med. Vi ska utnyttja laget till mer dialog med bade kunder och leverantorer for att tillsammans med dessa samarbetsparters paverka utfallet av
de nya kraven och sakerstalla att all den energi vi lagger pa detta ocksa laggs pa just de ratta stallena i syfte att fa sd mycket valuta som majligt for spenderad tid och energi.

En viktig kugge i hjulet kommer vara det som har beskrivits som delprojekt hallbarhetsdata som innebér att vi pa ett enkelt och effektivt satt ska kunna formedla den
hallbarhetsdata som vara kunder efterfragar inom ramen for CSRD fran vara leverantorer pa ett satt som ar effektivt och smidigt for samtliga inblandade. Detta arbete ar i
full gdng pa Byggbeslag dar forvantningar kommunicerats till sdval kunder som leverantorer och dar affarssystemet byggs om for att klara av planerad hantering av

klimatdata.
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DE GLOBALA HALLBARHETSMALEN

Byggbeslag har identifierat fyra globala hallbarhetsmal som man har valt ut som extra viktiga for bolagets kdarnverksamhet och dar man har mojlighet att goéra skillnad.

Mal 8: Byggbeslag verkar for varaktig, inkluderande och hallbar ekonomisk tillvaxt, full och produktiv sysselsattning med anstdndiga arbetsvillkor for alla. Det sker genom
trygga anstallningsvillkor, konkurrenskraftiga I6ner och kollektivavtal for samtliga medarbetare. Genom att skapa goda férutsattningar for hallbara och innovativa affarer
samt sdkerstdlla anstandiga arbetsvillkor och mangfald gynnas en hallbar ekonomisk tillvaxt.

Mal 11: Byggbeslags ambition &r att genom sin verksamhet
forse samhallet med hallbara l6sningar for dorrmiljoer som
haller lange och kan repareras. Vi ar med genom hela
projektet fran planering, ink6p och produktval till
genomfdrande, eftermarknad, service och reparationer.
Darfor kan vi kontrollera hela kedjan och hjalpa kunden att
gbra smarta och hallbara miljoval.

ANSTANDIGA
ARZETSVRLEDR
OCH ENONINISK

[I_w
i

Hallbara stader och samhallen dar vi genom vart arbete kan
vara del av hallbara byggprojekt och bidrar med byggvaror
bedémda i Byggvarubedomningen med flera databaser i syfte att mojliggora en cirkuldr ekonomi. Byggbeslag anvdnder sig i mojligaste man inte av material som innehaller
sarskilt farliga @mnen. Pa sa vis bidrar vi till giftfria materialkretslopp. | de fall som vi maste anvdnda oss av produkter innehallande farliga amnen registrerar vi det i SCIP-
databasen. Informationen finns darmed tillganglig under varornas hela livscykel inklusive i avfallsledet och atervinning och ateranvandning maojliggors. Pa sa vis ar vi en del
av en hallbar planering av bostader, offentliga platser, atervinning och sakrare kemikaliehantering. Inkluderande och innovativ stadsplanering behovs for att gora staderna
sdkra och hallbara for framtiden.

Mal 12: Genom att leverera varor av hog kvalitet med lang livslangd och vid behov reparera och férebyggande genomfora service bidrar Byggbeslag i sin karnverksamhet till
uppfylinad av malet om hallbara konsumtions- och produktionsmaonster. Vara varor ska halla lange, blir inte omoderna och kan ateranvandas eller materialatervinnas efter
det att byggnadens livslangd har passerat. Byggbeslag har paborjat ombyggnad av affarssystemet for att kunna hantera klimatdata mellan leverantorer och kunder med
Byggbeslag som mellanhand samt for Byggbeslags egna varor. Dartill har Byggbeslag paborjat ett arbete med att fa in klimatdata fran leverantérer genom EPD:er och har
paborjat ett arbete med att uppratta egna EPD:er, det arbetet kommer I6pa pa under 2025 och 2026. Klimatdatahanteringen kommer vara en betydande del av
Byggbeslags arbete med uppfylinad av mal 12 samt kommande krav i EU:s grona giv, primart genom CSRD och kraven att redovisa CO2e genom hela virdekedjan samt
CSDDD och sparbarhet genom vardekedjan, det ger miljopaverkan under livscykeln och i forlangningen aven social paverkan i leverantorsledet. Detta gor vi for att framja
produktutvecklingen mot en giftfri och god bebyggd miljé samt ansvarsfulla leverantorsled.

Mal 13: Genom Byggbeslags ambitiésa miljomal att vara klimatneutrala 2045 och genom de aktiviteter och delmal som féljer malet har Byggbeslag som ambition att vara en
betydande del av att bekdmpa klimatforandringarna. Byggbeslag har paborjat det arbetet och man ser att storst resultat gérs genom att inledningsvis begransa utslapp fran
fossila transporter, bade i form av den egna fordonsflottan och godstransporter samt att se till att vi valjer bra varor till vart sortiment. For att salja varor med mindre
klimatpaverkan arbetar Byggbeslag med att fa fram klimatdata som gor det majligt att méata produkternas klimatpaverkan och att rekommendera produkter i enlighet med
Byggvarubedémningens betygsystem. Byggbeslag tog under verksamhetsaret 2024 fram en fardplan dar man transparent visar hur malen &r tankta att uppnas.
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BEREDNING AV HALLBARHETSFORKLARING ENLIGT CSRD

For att arbeta med ratt fragor inom hallbarhet har Byggbeslag valt att uppféra hallbarhetsférklaring i enlighet med CSRD for verksamhetsaret 2024 som férberedelse for
kommande krav, detta gjordes dven for verksamhetsar 2023 som del i arbetet med efterlevnad av EU:s gréna giv. Det tror vi ger oss de basta forutsattningarna for att leva
upp till lagstiftares och kunders krav samtidigt som vi gor storsta mojliga nytta for planeten. CSRD aktualiseras for Byggbeslag via dgarbolaget verksamhetsaret 2025 och for
Byggbeslag som enskilda bolag verksamhetsaret 2026. Byggbeslag har under 2024 med den Dubbla visentlighetsanalysen i hamn och vdagen mot affarsmassiga och hallbara
framgangar utstakad fokuserat pa att ha klimatdata for scope 1 och 2 i hamn samt dra igang klimatdatainsamling for ingdende material som Byggbeslag kdper, séljer och
installerar.

PROJEKT CSRD

Inom ramen for EU:s grona giv och den stora mangden hallbarhetslagstiftning som trader i kraft under de ndarmaste aren har Byggbeslag valt att starta upp ett projekt for
att skapa férutsattningarna for att kunna hantera de kommande kraven och sta starka som en konkurrenskraftig aktor inom hallbart byggande i Sverige — Projekt CSRD.
Projektet leds av Hallbarhetsansvarig med foretagsledningen som styrgrupp.

INTRESSENTANALYS

Intressentanalysen infor framtagande av vasentliga hallbarhetsfaktorer har grundats i de intressenter som Byggbeslag tidigare identifierat vilket redovisas i tabellen nedan.

IDENTIFIERADE OMFATTNING OCH FORM AV INTRESSENTANALYS

INTRESSENTER

Kunder Intressentdialoger har skett med utvalda kunder dar representanter fran salj och Hallbarhetsansvarig har deltagit. Samtliga kunder har av Byggbeslags séljare
fatt kundbrev med Byggbeslags ambitioner och strategier for att Byggbeslag tillsammans med kunden ska kunna leva upp till lagstiftningens krav.

Medarbetare Samtliga medarbetare har erbjudits utbildning inom Byggbeslags arbete med Hallbarhet och CSRD.

Agare Dialog med agare har skett under hela 2024. Ahlmarks styrelse har fatt Byggbeslags arbete med hallbarhet inom ramen fér CSRD kommunicerat till sig.
Kommunikationen har skett i form av redovisning.

Leverantorer Intressentdialog har skett med utvalda leverantorer. Leverantorsbrev har skickats ut till samtliga leverantorer dar Byggbeslag forklarat hur vi amnar leva upp till

lagstiftningens krav och vad som kommer krdvas av leverantdrerna for att deras material ska saljas vidare till kunder som idag omfattas av CSRD. |
leverantorsbrevet begar vi dven in relevant klimatdata, EPD:er och eventuella tidsplaner for nar klimatdata kommer finnas pa plats.

Myndigheter Inom intressentgruppen myndigheter far lagstiftning och kommande direktiv sta som motpart med tydliga krav pa vad som férvantas.

Framtida generationer Framtida generationer representeras dven de kraven i lagstiftningens krav och direktiv vilka Byggbeslags Hallbarhetsansvariga tillika Projektledare fér CSRD har
ansvarat for att lyfta fram och lagga vikt pa.
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RISKANALYS

N&r man tittar pa globala ekonomiska risker som bolag kommer drabbas av ar trenden tydlig, for att na
langsiktig finansiell hallbarhet kommer vi beh6va fokusera pa miljomassiga hallbarhetsrisker. Redovisning
nedan kommer fran world economic forums rapport fran 2022.

Byggbeslag arbetar med generella och sarskilda riskanalyser i sitt vardagliga arbete. Da risker analyseras tas
bade interna och externa risker i beaktande. Generella riskanalysen ligger till grund fér hur vi utfor vart dagliga
arbete och den sarskilda upprattas i samband med forandringsarbete eller andra identifierade risker. Den
interna kontrollen av risker hanteras av ansvarig chef samt hanteras i interna system.

Foretagsledningen och affairsomradesledningarna har i sitt strategiarbete tagit fram riskanalyser i form av
SWOT (analys 6ver bolagets styrkor, svagheter, mojligheter och hot) for de bada affairsomradena vilket ar en del
av foretagsledningens strategiarbete for hela verksamheten. Strategiarbetet och stérre férandringar av SWOT
sker med nagra arsintervall beroende pa interna och externa faktorer, faststalld SWOT godkanns pa nytt arligen
i samband med ledningens genomgang. Faststalld SWOT for Affarsomrade Las & Sékerhet har faststallt EU:s
grona giv och kommande krav inom hallbarhet som en méjlig framgéngsfaktor att tidigt uppfylla kraven. Aven
CE-maérkning som ligger inom ramen for bolagsstyrning. Prioritering av hallbarhetsfragor har skett under arbetet
med den dubbla vésentlighetsanalysen och finns dokumenterad internt. Strategiarbete och SWOT pa central
niva och for affairsomradena utfors av foretagsledning tillsammans med affairsomradeschef och regionchefer
alternativt féretagsledning och forsiljningschef och godkénns av styrelsen. Ovriga intressenter dr ingen aktiv del
av strategiarbete eller SWOT dven om kunder, leverantorer, konkurrenter, transportérer och myndigheter,
lagstiftare m.fl. ingar i omvarldsbevakningar och benchmarking. Gallande EU:s grona giv och CSRD har direkt
dialog med utvalda kunder och leverantérer skett. Pa regional och lokal niva genomfors SWOT och riskanalyser
av lokal ledningsgrupp. Utover det centrala strategiarbetet finns det dven strategiarbete pa regional niva vilket
innefattar regionala och lokala SWOT-analyser. Medarbetarnas perspektiv ska lyftas in i alla de riskanalyser som
gors, underlaget for medarbetarnas standpunkter ar medarbetarundersokningar och i vissa fall dar det ar
Iampligt representeras medarbetarna av skyddsombud.

For att minimera risker kopplade till hallbarhet genomférs arligen interna revisioner och externa revisioner dar
Byggbeslag har mojlighet att hitta brister och forbattra effektiviteten och [6nsamheten samtidigt som man dven

When will risks become a critical threat to the world?

M Economic

0-2years

2-5 years

5-10 years

I Environmental

Extrema

Livelihon

Climate action failurs

Social cohesion erosion

th deterioration

ty failure

Asset bubbla burst

Climata action failurs

Hurman emviranmental damage

onfrontations

ty fadure

Agset bubblo burst

Climate action failure

namic confrontations

Geopalitical resource contestation

M Geopoitical Ml Socketal

The Global Risks Aeport 2023 £

sakerstaller verksamhetens kvalitet, miljo, arbetsmiljoarbete samt grundldggande affarsetik. De interna revisionerna kan ses som en del i Byggbelags Due Dilligence eller
foretagsbesiktning av sig sjalva vilka stravar efter standig forbattring. Byggbeslag ar certifierade enligt ISO 14001 for miljé och ISO 9001 for kvalitet.

En riskanalys for den maojlighet som identifierats i féretagsledningens SWOT géllande; EU:s gréna giv och kommande krav inom hallbarhet som en mojlig framgangsfaktor
att tidigt uppfylla kraven, har genomforts av foretagsledningen tillsammans med Hallbarhetsansvarig. Riskanalysen ligger som grund for Projekt CSRD och de atgarder som
har foljt i form av olika aktiviteter for att utréna de for Byggbeslag vasentliga hallbarhetsaspekterna, framtagande av delprojekt inom Projekt CSRD samt resursbehov och
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ovriga analyser. Genomférd riskanalys ar gjord med hansyn till Byggbeslags strategiarbete och kommande redovisningskrav. Genomford riskanalys visar tydligt vilka risker
inom CSRD och hallbarhetsarbetet som kan orsaka stor skada for Byggbeslag vilket ligger i skadorna som tillskansas Byggbeslag om vi inte kan leva upp till kunders och
lagstiftares krav da direktivet har borjat galla for vara kunder, leverantorer och Byggbeslag. Denna risk tror vi dock inte ar aktuell under de férsta aren som direktivet ar i
gang d& man i direktivet ger majlighet till vissa mjukstarter. Aven vara leverantérers formaga att fa fram hallbarhetsdata ar identifierat som en betydande risk varfér vi
kommer fortsatta samarbeta med vara leverantorer i syfte att tillsammans na battre affarsmassiga och hallbara resultat. Riskanalys dr genomférd med hjalp av riskmatris
anpassad till féreliggande analys.

Byggbeslag ser utéver risker kopplade till hallbarhet dven majligheter, har ser man majlighet att ta konkurrensférdelar genom att vara en stark spelare pa
hallbarhetsmarknaden samt nya mojligheter som kommer genom innovation och nytdankande dar till exempel kraven kring cirkuldr ekonomi 6ppnar upp fér en
modernisering av affairsmodeller och dar kommande krav kommer pressa manga branscher att bli smartare i sina transporter och i sina materialval. Har star Byggbeslag
tillsammans med sina partners, redo for den férandring som redan pagar.

VARDEKEDJA OCH AVGRANSNINGAR

Verksamhetsar 2024 ar Byggbeslags hallbarhetsarbete avgransat till delar av scope 1 och 2 enligt greenhouse gas protocol (GHG-protokollet). Byggbeslag har for
verksamhetsaret 2024 foljande hallbarhetsdata inom férsta och andra scopet:
e  Utslapp i CO2 ekvivalenter fér den egna fordonsflottan

e (02 ekvivalenter for kopt energi (varme och el) som Byggbeslag har finansiell kontroll 6ver

Det som saknas inom Scope 1-2, vilka samtliga ar ytterst sma och eventuellt kommer
klassas som ej vasentliga, ar:

Kélla: Greenhouse Gas Protocol

s o s . . ! SF,
e Energi fran server (uppskattat varde finns, ej exakt) k co, = CH, NO  hecs N
.0 . . . . . \_/' -
e Energiatervinning av avfall (finns for knappt halften av avfallet) g N \/Q J
. I . .. . v/x sy >/
e Energianvandning verktyg i installation Scope 1
direkt
. T . . . —
e  Utslapp av kemikalier i installation och tillverkning M oA
fjarrvarme, anga och fjarrkyla
Nasta steg i adderingen mot att tillfullo na redovisningskraven av hallberhetsdata pa Sioma3
. o o . . . . o . . Inkd, S 3 1 o
klimatomradet &r att addera scope 3 i god tid innan direktivets krav pa det tredje scopet e N it Bvrigt indirekt
P a ° . T ° tjanster & (nedstréms)
borjar gélla. Da ska Byggbeslag vara redo att redovisa féljande hallbarhetsdata: (uppstroms) S
. «an . . . 2.Kapital-
e Samtliga produkter och tjansters utslapp av vaxthusgaser i form av CO2 varor e T
ekvivalenter 2 Brande av sald produkt
och energi- N
e Utslipp forenade med inkdp av annat dn produkter som Byggbeslag siljer, sa e -
som inkdp av kontorsmaterial, datorer, system m.m. 4’“’"‘:":'" - e
. ° . . . . . -fvials 3 avsalda produkter  Tillging
e  Utslapp fran tillverkning av kapitalvaror t.ex. bilar och maskiner hantering

e  Framstallning av bransle som anvands inom verksamheten

e  CO2 ekvivalenter av all transport av varor och tjinster - .

e Tjansteresor och pendlingsresor
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e  Utslapp fran bearbetning i snickarboden
e Anvandning av salda och installerade produkter

e  Utslapp relaterade till avfall fran salda produkter och férpackningsmaterial

e Investeringar

Avgransning av vad som ar vasentligt inom Scope 3 avgors framst av faktisk klimatpaverkan och kunders krav.

Byggbeslag utfor utslappsberdkningar i enlighet med GHG-protokollet och utsldppen delas darmed in i tre scope.

Scope 1 — utslapp fran egen verksamhet

e  Utslapp fran egen fordonsflotta
e Utslapp fran verktyg och kemikalier

Scope 2
e  Elektricitet som képs in som Byggbeslag
styr 6ver
e  Energi som gar at till servrar
e Energiatervinning av avfall

Scope 3 uppstroms

Samtliga produkter och tjansters utslapp
av vaxthusgaser i form av CO2e

Utslapp forenade med inkdp av annat dn
produkter som Byggbeslag saljer
Utslapp fran tillverkning av kapitalvaror
t.ex. bilar och maskiner

Framstallning av bransle som anvands
inom verksamheten

e CO2e av all transport av varor och tjanster
e Tjansteresor och pendlingsresor

Scope 3 nedstroms
e  Utslapp fran bearbetning i snickarboden
e Anvindning av salda och installerade
produkter
e  Utslapp relaterade till avfall fran salda
produkter och férpackningsmaterial
e |Investeringar

Byggbeslag arbetar med Due Dilligens inom egen verksamhet i form av interna revisioner samt utanfor egen verksamhet i form av leverantérsbedémningar vilka innefattar
kontroll av leverantorer ett steg uppstroms, dar ingar kontroll av miljomassig hallbarhet och delvis social hallbarhet, inom bolagsstyrning kommer ekonomiska faktorer in.

DUBBEL VASENTLIGHETSANALYS — METOD OCH GENOMFORANDE

I enlighet med skrivelserna i CSRD och ESRS har Byggbeslag under 2023 genomfort en fullskalig dubbel vasentlighetsanalys vilken inleddes med dialoger med intressenter i
form av kundsamtal och leverantérsamtal gallande CSRD och framtida hallbarhetsarbete, se redogérelse ovan. Dialogerna har f6ljts av internutbildning av Byggbeslags
ledningsgrupp som genomforts av Hallbarhetsansvarig tillika Projektledare for CSRD géllande tankta hallbarhetsstrategier, vad EU:s grona giv- framfor allt CSRD och ESRS
men dven EU taxonomin och CSDDD- innebar for bolaget och dess vardekedja. Den dubbla vasentlighetsanalysen har sedan genomférts i form av workshop ledd av
Hallbarhetsansvarig tillika Projektledare for CSRD pa Byggbeslag dar samtliga roller i foretagsledningen har deltagit vilket ledde till framtagandet av en bruttolista 6ver
samtliga aspekter som &r vasentliga for Byggbeslag i sin strategi att vara en konkurrenskraftig aktor inom hallbart byggande i Sverige. De aspekter som foretagsledningen
inte har ansett vasentliga for Byggbeslag redovisas inte i denna hallbarhetsforklaring utan har uteldamnats. Resultatet av den dubbla vasentlighetsanalysen kommer

utvarderas och vid behov korrigeras under verksamhetsar 2025.

Transaktion 09222115557542316041
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ARBETE MED POLICYS OCH VERKSAMHETSMAL

Nedan foljer en redogorelse dver hur Byggbeslags befintliga policys och verksamhetsmal rimmar med kraven enligt CSRD samt vilka omraden som annu behover forbattras

och dit policy kravs. Ekonomiska mal redovisas i den finansiella arsredovisningen.

CSRD bendmning Omrade \ Policy Mal
E1-1 Plan fér anpassning till ett férandrat klimat Finns i form av fardplan for klimatomstallning dar Byggbeslag ska bli klimatneutrala
= Byggbeslag ska bli klimatneutrala 2045 — planen dit Byggbeslag beskriver aktiviteter for att bli
- klimatneutrala 2045 med delmal 2025 och 2030.
E :§ E1-2, E1-3, E1-4 Miljostyrning - Miljomal och miljépolicys Miljopolicy Byggbeslag ska bli klimatneutrala
= g E1-6 Virdekedjan — GHG scoop 1-3 Miljépolicy Fossilfri fordonsflotta
e Fossilfria transporter
E1-9 Miljémassiga risker och mojligheter Miljépolicy -
= E5-1, E5-2, E5-3 Policys, atgarder och matetal inom cirkulara affarer Finns dnnu ej pa plats -
[-1]
c O
% g E5-4 Ingdende material Miljopolicy Byggvarubedémningen
R E5-5 Avfall Miljopolicy Del av aktiviteter i fardplanen
3%
& ":’ E5-6 Finansiella risker och méjligheter inom cirkular affarsmodell Finns dnnu ej pa plats -
S1-1 Policy géllande egen arbetskraft Intern uppférandekod 100% kollektivavtal
Visselblasarpolicy
S1-2, S1-3, S1-4, S1-5 Behalla och rekrytera personal, arbetsratt och sakerhet Intern uppférandekod N6jda medarbetare
& S1-6, S1-7, S1-8, S1-9, Mangfald och jamstalldhet Likabehandling och jamstalldhetspolicy och -
© S1-12 handlingsplan
% S1-13 Kompetensutveckling Intern uppférandekod -
2 S1-14, S1-15 Trygghet pa arbetsmarknaden Intern uppférandekod Inga olyckor med franvaro
e Frisknarvaro éver 97%
Ea S1-16 Loneskillnader mellan mén och kvinnor Likabehandling och jamstalldhetspolicy och -
handlingsplan
S1-17 Likabehandling Likabehandling och jamstalldhetspolicy och -
handlingsplan
Visselblasarpolicy
- o S4-1, S4-2, S4-3, S4-4 Nytta for slutkonsumenter Finns inte pa plats N&jda kunder, inkl. reklamationer
9 é Leveranssakerhet
5 =
BIE
23
G
X n
. G1-1 Bolagskultur, styrande dokument och rutiner Etiska riktlinjer 0 konstaterade fall av diskriminering och
> krankande sarbehandling
:g G1-2 Styrning av leverantorskedjan Policy och vagledning mot mutor och korruption -
’f: G1-3, G1-4 Anti-korruption Policy och vagledning mot mutor och korruption Affar fri fran korruption
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KARTLAGGNING AV TILLBORLIG AKTSAMHET

Fran och med verksamhetsaret 2023 forandrar Byggbeslag sitt satt att hallbarhetsrapportera. Byggbeslag har under 2024 utdkat datainhdmtning sa att det rymmer

vasentliga delar av scope 1 och 2 samt pabdérjat det storsta och mest kundkritiska delen av scope 3, namligen scope 3 uppstroms kategori 1, inkdp av varor och tjanster.

Byggbeslag tillampar forsiktighetsprincipen och delar darfér endast klimatdata for varor som Byggbeslag installerar och séljer med tredjehandsverifierade EPD:er. Fel fran

tidigare 6vervakningar samt andra osdkerheter i data kommer redovisas for befintliga verksamhetsmal inom miljomassig hallbarhet, social hallbarhet och bolagsstyrning.

Osakerhetsfaktorer inom respektive hallbarhetsben kan sammanfattas enligt féljande:
e Den miljomassiga hallbarhetsdata som inhdmtas sker genom andrahandsinformation dar data tillhandahalls av den part som ar producent.

e Den sociala hallbarhetsdata &r mer tillforlitlig da Byggbeslag ar den primara kallan till den informationen.

e Inom bolagsstyrning ar osakerheten storst da den ar baserad pa vad individer i olika led valt att rapportera vidare.

Tillbérlig aktsamhet gallande datainhamtning redovisas nedan.

DATAINHAMTNING OCH OSAKERHETER | DATA

Datainhamtning och osdkerhetsdata redovisas i tabell nedan.

Hallbarhetsdata

ESRS-beteckning

Primar kdlla av data

Osdkerhet i data

Egen fordonspark

Godstransporter ut fran centrallagret
Avfall

Energi

Byggvarubedomningen

Friskndrvaro

Olyckor med franvaro

No6jda medarbetare

Mainskliga rittigheter/100% kollektivavtal

Nojda kunder inkl. reklamationer

Leveranssadkerhet

Manskliga rattigheter/0 konstaterade fall av diskriminering och
krdankande sarbehandling
Affar fri fran korruption

E1-6

E1-6

E5-5

E5-4

E5-4

$1-14-15

$1-14-15

S1-2, 51-3,51-4, 51-5
S1-14, S1-15

S4-1, S4-2, S4-3, S4-4

S4-1, S4-2, S4-3, S4-4
G1

G1

Transaktion 09222115557542316041

Carpay fleet

Akerierna
Atervinningsforetagen
Energiforetaget

Internt affarssystem

Det egna I6nesystemet
IA-systemet
Medarbetarundersokning
HR

Rapportering av chefer

Supply chain

Visselblasarsystem och rapportering till HR-chef

Visselblasarsystem och rapportering till HR-chef
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Andrahandsinformation
Andrahandsinformation
Andrahandsinformation
Andrahandsinformation

Bedomning gjord pa tillverkarens information
Forstahandsinformation

Ar beroende av vad som rapporteras in

Ar beroende av antal svarande
Forstahandsinformation

Ar beroende av vad som rapporteras in varfér de inte &r helt
tillforlitliga men ansas dock ge en betydande fingervisning.
Forsta hands information

Det ar misstankar som rapporteras, utredning av
krisledningsgrupp gors alltid.
Det ar misstankar som rapporteras, utredning av
krisledningsgrupp gors alltid.
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SARSKILDA FORUTSATTNINGAR

Byggbeslag verkar inom en konkurrensutsatt bransch varfér upplysningar vilka skulle ge konkurrenter évertag gentemot Byggbeslag skalats bort, hit hor réjande av
identiteter for kunder och leverantorer samt detaljer kring Byggbeslags strategier — saval finansiellt orienterade strategier som hallbarhetsstrategier och verksamhetsmal.
Daremot redovisas Byggbeslags hallbarhetsforklaring och de resultat som kommer ur den dven om receptet Byggbeslag anvander for att na dit behover férbli en
angeldgenhet for bolaget.

Organisatoriskt har féljande férandringar skett under verksamhetsaret:
e Byggbeslags VD, Hakan Larsson, har under aret avgatt och ersatts med Peter Larsson.
e Omorganisation har skett vilket har forflyttat stabsfunktioner till Byggbeslags Holding och 6vriga funktioner ligger under affairsomradena i Byggbeslag Las &
Sakerhet respektive AB Byggbeslag
o Affarsomradena har fatt egna ledningsgrupper

FORTSATT ARBETE MED HALLBARHETSSTRATEGIER OCH DEN GRONA GIVEN

Resultatet av genomford vasentlighetsanalys har redan paverkat Byggbeslags verksamhetsmal och policyarbete och kommer behdva paverka Byggbeslags strategier,
vardekedja, affairsmodell och kommande beslut. Genom projekt CSRD och genom foretagsledningens strategiarbete kommer Byggbeslag att justera sin verksamhet sa att
den blir mer hallbar och ddrmed mer konkurrenskraftig. Tillsammans - Hallbart - Sdkert!
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MILIOMASSIG HALLBARHET

Inom den miljémassiga hallbarheten pa Byggbeslag har tva vasentliga aspekter identifierats:

e  ESRS E1 Klimatforandringar
e  ESRS E5 Resursanvandning och cirkular ekonomi

Det ar endast dessa som kommer redovisas i foljande avsnitt.

KLIMATFORANDRINGAR

Det framtida klimatet bestdams i allt vasentligt av halten av vaxthusgaser i atmosfaren, det vill sdga av de utslapp som skett hittills, de som sker i dag och i framtiden.
Naturvardsverket och en enad forskarkar har slagit fast att fortsatta utslapp i linje med vad vi har sett under de senaste decennierna skulle ge en uppvarmning langt hogre
an Parisavtalets mal. Som samhallsaktor i det svenska naringslivet har Byggbeslag ett ansvar att bidra till det vi kan inom Parisavtalet vilket innebar att trenden maste
brytas, Byggbeslag har satt upp ambitidsa miljomal som gar i linje med Parisavtalet och EU:s viljeriktning vilka foljs av en fardplan med aktiviteter for hur
klimatomstallningen ska ske. Det som redovisas gallande Byggbeslags arbete med klimatforandringar ska ses som det forsta steget pa vagen mot fordandring och hur vi ser
pa forhallandena mellan naringsliv och hallbarhet idag, an finns manga steg kvar att ga innan ett resultat kan uppvisas som ar i ndrheten av vad som kommer kravas for att
Byggbeslag ska bidra med sin del av Parisavtalet och en framtid med begransad klimatpaverkan.

Inom klimatférandringar paverkar Byggbeslag klimatet framst genom de material som kdps in samt genom de transporter som kors av saval varor som av tjanstefordon,
dessa faktorer har identifierats genom miljéaspektsbedémning vilken ar grunden prioriteringar och malsattningar inom miljomassig hallbarhet.

KLIMATANPASSNING

Foljande planer finns upprattade inom Byggbeslag gallande klimatanpassning:
e  Fardplan med aktiviteter for hur klimatomstallningen ska ske,
e Analys dar man har utforskat de fysiska forutsattningarna for Byggbeslags lokalisering pa samtliga 16 orter dar man har undersokt lokaliseringarnas hallbarhet i
fraga om risker gdllande 6versvamningar, skred och brand/explosioner.

Utover den egna klimatomstallningen kommer leverantdrsbedémningar att spela en allt storre roll da dessa ar vagvisare for Byggbeslags langsiktiga framgang.
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KOMPABILITET MED PARISAVTALET

Klimatet forandras vilket gor vart samhalle sarbart. Som samhallsaktor ar det
sjdlvklart for oss att stdlla oss bakom och leva upp till ambitionerna i Parisavtalet.

Nér Sverige nu staller om ar Byggbeslag med pa taget med ambitidsa miljomal och
6kad konkurrenskraft. Byggbeslag ska bli klimatneutrala 2045! e R RS e 20450 Sl

Miljomalet fooljer'med ?tt antalll organl.ska Eielmal som' utvecklas i .takt med att T T — iy m—— ML KissrsitEs
Byggbeslag nar sina mal och ndrmar sig malet med klimatneutralitet. i visar en tydlig minskad trend. inom bolaget. i hela vérdekedjan.

FORHALLANDE TILL MINSKNING AV VAXTHUSGASER

Byggbeslag saknar under verksamhetsaret 2024 negativa utsldpp. Negativa utslapp, CapEx/OpEx ar inte relevanta metoder for Byggbeslag att minska sitt utsldpp da man
inte har industriella utslapp och inte heller utslapp av den kvantiteten dar det skulle vara ekonomiskt forsvarbart att investera i den typen av teknisk utrustning.

For Byggbeslag utgor transporterna i scope 2 den storsta utslappskallan av vaxthusgaser och dar anvands endast transporter ur Euroklass 6 eller battre samt nyare service
och tjanstebilar som har rening via katalysatorer. Under 2024 fattades beslut genom godkannande av fardplan fér klimatomstéallning att fasa ut fossila drivmedel for
servicebilar, vilka framst kommer ga pa HVO, under 2025 vilket beriknas ge en tydligt minskande trend ldgre klimatpaverkan an tidigare. Aven inom godstransporterna har
atgarder vidtagits for att minska den fossila delen av utslappen dar ett av dkerierna under Q4 2024 fatt direktivet att ga over till endast HVO tills vidare. Genom samarbete
med DB Schenker klimatkompenserar Byggbeslag fér de transporterna. DB Schenker star for 98 % av andelen korda mil under 2024.

For mojliggérande for Byggbeslag att na nettonollutslapp eller klimatneutralitet i enlighet med miljomalet och Parisavtalet kommer nagon form av negativa utslapp kravas
sa lange all aktivitet i Byggbeslags vardekedja inte blir helt klimatneutral. Det finns inga beslut fattade gallande om Byggbeslag kommer anvanda sig av klimatkompensation
eller inte men inga sadana aktiviteter sker idag. For att na klimatneutralitet genom vardekedjan ska Byggbeslag i férsta hand minimera utslappen hos sig sjalva och sina
samarbetspartners i vardekedjan. Da Byggbeslag narmar sig sitt mal och darmed har vidtagit alla mojliga atgarder for att minimera utslappen kommer beslut fattas gallande
de sista stegen for att reducera den sista skadliga paverkan av utslapp av vaxthusgaser vilket har mgjlighet att leda till klimatneutralitet genom hela vardekedjan.

TILLGANGAR OCH FINANSER KOPPLADE TILL UTSLAPP
Byggbeslag har inga tillgdngar kopplade till kol, olja eller gas.
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MILJOMAL OCH ARBETE MED DE GLOBALA MALEN

Byggbeslags miljomal lyder enligt foljande: Byggbeslag ska bli klimatneutrala 2045. Miljémalet
ar ndara sammankopplat med Parisavtalet och det yttersta syftet ar att bromsa
klimatférandringarna och bidra med var del av det stora globala arbetet. Miljomalet att bli

klimatneutrala 2045 har tva etappmal dir vi 2025 ska ha tydligt minska trend av utsldpp och A = N1 .
2030 da vi ska vara klimatneutrala inom den egna verksamheten for att 2045 na malet att vara VART MILJOMAL
klimatneutrala genom hela vardekedjan. For att na miljomalet har ett antal delmal tagits fram BYGGBESLAG SKA BLI KLIMATNEUTRALA

samt en fardplan for klimatomstallning.

Byggbeslags miljomal kopplas till féljande globala hallbarhetsmal:
e Anstandiga arbetsvillkor och ekonomisk tillvaxt
E MAL: Litslappen av venthusgaser MAL: Klimatneutrals MAL: Klimatoeutrala

e Hallbara stader och samhallen
e Hallbar konsumtion och produktion ;  visar on tydig minskad trand e boisger (el varcskecten
e Bekimpa Klimatforandringarna e e

ANSTANDIGA HALLBAR 13 BEKAMPA KLIMAT-
ARBETSVILLKOR KONSUMTIONOCH

OCHEKONOMISK PRODUKTION

TILLVAXT

FORANDRINGARNA

Byggbeslags riktlinjer inom miljoomradet finns specificerade i miljépolicy och uppférandekod.

Miljoaspektsbedomningen verifieras arligen och visar att Byggbeslags storsta miljopaverkan kommer fran féljande:
e  Material (som vi képer och séljer), Scope 3
e Tjansteresor, Scope 1
e  Godstransporter, Scope 3

| andra hand kommer miljopaverkan fran:
e Energi och Avfall, Scope 2 och 3

26

Transaktion 09222115557542316041 Signerat PL, LJ, HL, FT, FE




AKTIVITETER | FARDPLANEN FOR KLIMATOMSTALLNING

Foljande aktiviteter inom den egna verksamheten ska genomféras senast under
ar 2025 for att na delmalet tydligt minskande trend.

Tjanstebilar framst pa el

Servicebilar pa HVO

Fossilfria godstransporter ska minska med 20 ton WTW CO2e/ar till 39
ton WTW CO2e/ar

Farre antal avfallsaktorer med méjlighet att styra fraktioner centralt
Energikartlaggning egen forbrukning

EPD:er pa egna produkter

Byggbeslag rekommenderar produkter med klimatdata/lagt
emissionsvarde

Klimatdata pa samtliga produkter dar leverantér kunnat forse oss med
klimatdata

Foljande aktiviteter inom Byggbeslags vardekedja ska genomféras senast under
ar 2030 for att na malet klimatneutrala inom bolaget:

Inga egna fossila transporter
Endast gron el med utsldppsgarantier nar Byggbeslag har finansiell
kontroll

Utover det onskar vi dven ha astadkommit foljande 2030:

Inga fossila godstransporter

Kartlaggning och GHG-berdkningar for externa godstransporter

Allt avfall ska minst vara del av cirkulart kretslopp for material eller
energiatervinning.

Egenuppkommet avfall ska minskas och sorteras battre
Energieffektiviseringar ska genomféras

Klimatdata ska finnas for samtliga produkter Byggbeslag saljer
Klimatkompensation fér den energi och fordonsutsldapp som inte ar
klimatneutrala.

For att ha natt Byggbeslags mal om klimatneutrala genom hela verksamheten ska
foljande aktiviteter ha genomforts senast under ar 2045:

Inte sdlja produkter som inte har klimatdata

Inte sélja produkter dar vardekedjan har brister gallande méanskliga
rattigheter

Begransa sortimentet till produkter som kan framstallas klimatneutralt
Klimatdata ska finnas for allt som ingar i Byggbeslags vardekedja

Allt avfall ska ingd i cirkular ekonomi

Byggbeslag ska producera egen energi genom solceller pa egen fastighet
eller annan |6sning som ar battre lampad

Klimatkompensation till det som inte tacker 6vriga atgarder

Transaktion 09222115557542316041
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TRANSPORTER - BILAR

Byggbeslag har en strategi for 6vergang fran fossila till fossilfria fordon for att minska klimatavtrycket.
Vi har kunnat se att vissa kunder staller krav pa fossilfria transporter och arbetar mot att kunna méta
det behovet.

Ett av Byggbeslags delmal for att nd miljémalet &r att vi senast vid 2030 ars slut ska ha en fossilfri
fordonsflotta. En fardplan har tagits fram fér nar och hur omstallningen ska ske, prognosen var att
vid 2024 ars slut ligga pa 10% elbilar, resultatet for aret visar att Byggbeslag ligger 1 % enhet fore och
landar pa 11%.

Utover verksamhetsmalet att na en fossilfri fordonsflotta sker aven matning av klimatpaverkande
utslapp fran den egna fordonsparken.

For att redovisa klimatpaverkande utslapp fran korning med servicefordon och formansbilar samt
godstransporter anvands nyckeltalet "WTW?”, som ar en forkortning av Well-To-Wheel. Indikatorn tar
hansyn till klimatpaverkan i hela kedjan fran produktion, distribution och anvandning av drivmedlet.

Koldioxidekvivalenter (hdar bendmnt CO2ekv) ar ett matt som anvands for att kunna jamféra olika
gasers potentiella klimatpaverkan i relation till motsvarande mangd koldioxid. | berakningarna tas dven
hénsyn till flera olika klimatpaverkande gaser, CO, SFs, CHa, N2O, HFCs, NFs, PFCs. For att kunna addera
klimatpaverkan fran de olika gaserna raknas de om till CO2ekv.

Klimatdata bilkorning i tjanst CO2 ekv (WTW)

1000 3
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/
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Byggbeslags erbjudande med service- och installationstjanster samt en resande saljorganisation gor verksamheten fordonsintensiv. Totalt har vi 188 fordon inom
Byggbeslag, vilket ar 6kning med 21 fordon sedan féregaende ar som har kort i tjanst. 2024 kdptes enbart el-bilar eller elhybrider in pa tjanstefordonssidan medan
servicefordonen fortsatt drivs pa diesel med undantag for pilotprojekt med eldriven servicebil som gardsbil samt de férsta eldrivna stora servicebilarna. Eldrivna servicebilar
testas nu pa tre av sex regioner inom bolaget Byggbeslag Las & Sdkerhet dar tva serviceelbilar finns i Linkdping, en i Karlstad och en gardsbil i Satra (Stockholm).

El- och hybridfordon férekommer inte i statistiken. Sammanstallning av uppgifter kring bransleférbrukning och kdrning i tjdnsten visar att ca 557 ton klimatpaverkande
gaser slippts ut frdn var verksamhetsrelaterade bilkérning 2024. Det innebér en dkning med 24 % jamfort med foregdende ar. Okningen av CO2ekv beror pé stérre andel
korda tjanstemil dar vi for verksamhetsaret 2024 landar pa 199 676 kérda tjanstemil. Anledningen till att vi ser en 6kning for CO2ekv kg/mil ar framst en 6kad andel elbilar
av tjanstebilarna da statistiken ej rymmer hybrider eller fossilfria fordon. For tjanstefordonen har Byggbeslag en andel fossilfria bilar som ligger pa 26% jamfort med 14 %
2023.

TRANSPORTER - GODS
Redovisning av klimatpaverkan av godstransporter omfattar godstransporter fran centrallagret i Karlstad till vara egna enheter och kunder runt om i landet.

Till f6ljd av medvetenhet hos transportforetagen och en 6kad andel transporter med lagre eller inget utslapp av CO2ekvivalenter har Byggbeslag minskat sina utslapp WTW
ton CO2e konstant sedan 2020 dar det fran 2020 till 2024 har skett en minskning med 62% och fran 2023 till 2024 var minskningen 8%. Minskningen sedan 2020 beror pa
den tillfalligt 6kade reduktionsplikten och stoérre inblandning av fossilfritt drivmedel, under 2024 beror minskningen delvis pa samre forsaljningssiffror men aven pa aktiva
val fran Byggbeslag att stdlla krav pa anvandning av fossilfria alternativ.

120 Well-to-wheel ton CO2ekv over tid
100
80 —
o \
40
20 S —— —— - === — —e
o =C=— o— *—
—_—— =0 O
2018 2019 2020 2021 2022 2023 2024
—=@=\\/TW, total ton CO2ekv 66 68 95 81 77 71 59
Akeri 3 32 36 63 49 49 40 32
—@—Akeri 2 23 20 23 22 24 26 22
—=@=—Akeri 1 11 12 9 9 4 5 5

En kartlaggning av samtlig klimatpaverkan till foljd av godstransporter finns dnnu inte men undersokning ska genomforas.
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RESURSANVANDNING OCH CIRKULAR EKONOMI

Styrning av resursanvandning och cirkuldar ekonomi sker framst genom Miljopolicy och styrande rutiner som ar del av ledningssystemet. Inom resurshantering fokuserar vi
pa foljande dela av Byggbeslag:

e  Strava efter att de material vi anvdnder och saljer ar bedémda som accepteras eller battre i Byggvarubedémningen,

e Vilja basta materialval,

e Servicearbete dar man stalls infér val som kan kopplas till saval avfallshierarkin som den cirkuldra ekonomin néar beslut ska fattas om ett objekt gar att reparera,

ateranvanda eller ska materialatervinnas alternativt energi atervinnas eller ga pa deponi som den affarsgren som har storst paverkan inom resurshantering,

e Inkopsfunktioner dar ansvarsfulla inkdp och val av leverantdrer och produkter spelar roll for méjligheter till redovisning av hallbarhetsdata

e  Mal att ha samtliga produkter bedémda som accepteras eller battre i Byggvarubedomningen,

e  Forpackningsmaterialet som anvands i stor utstrackning pa centrallagret men dven i Byggbeslags butiker och 6vrig verksamhet.

e  Cirkuldr materialanvandning

RESURSANVANDNING INKOP

Byggbeslags storsta resursanvandning ar det material som kops in for att saljas och installeras.

ANSVARSFULLA INKOP

Byggbeslag arbetar med ansvarsfulla inkop for att hoja standarden pa Byggbeslags produkter. Genom att integrera miljomassiga, sociala och etiska krav i inkbpsprocessen
kontrolleras att leverantorer lever upp till Byggbeslags krav. Byggbeslag arbetar med ansvarsfulla ink6p genom miljémassig hallbarhet, social hallbarhet och bolagsstyrning
dér vi staller krav pa vara leverantorer att de ska uppfylla de krav vi stallt genom uppférandekoder och leverantérsbedomningar.

VAL AV LEVERANTORER

Vid val av leverantorer gérs en beddémning av leverantoren utifran miljomassig hallbarhet, social hallbarhet och bolagsstyrning samt behov och kvalitét. Byggbeslags
kategorichefer gor leverantorsbedomningar av nya leverantorer och en tredjepart gor leverantérsbedémningar av leverantérer i risklander.

KRAV PA LEVERANTORER

Da de varor vi tillhandahaller till stérsta del kops fran andra leverantorer, har vi beslutat att stalla krav pa vara leverantorers hallbarhetsarbete som ett led i att hantera var
mest betydande miljéaspekt, material.

Da vi utgar fran Byggbeslags avtalsmall finns miljokraven alltid med som ett eget avsnitt eller som bilaga till avtalet. Om leverantoren staller krav pa att vi ska utga fran
deras avtalsmall och det saknas avsnitt som hanterar miljofragor i denna, vill vi alltid ha med leverantorens miljopolicy som en bilaga.

Miljokraven i leverantdrsavtalen handlar om att:
e Leverantoren ska deklarera innehall i sina produkter i enlighet med Byggbeslags anvisningar.
e Leverantoren proaktivt ska verka for att registrera alla sina produkter hos Byggvarubedémningen.
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Da Byggbeslag har behov av, i en pagaende eller kommande affér, att leverantorens produkter registreras i miljobedémningssystem, ska leverantoren anséka om
bedémning och registrering inom tva veckor fran Byggbeslags forfragan.

INSAMLING AV KLIMATDATA

Byggbeslag har under verksamhetsaret 2024 dragit i gang arbetet med att samla in klimatdata fér varor som installeras och saljs av Byggbeslag. Detta arbete bestar av tre
delar, framtagning av klimatdata f6r Byggbeslagprodukter genom EPD:er, insamling av klimatdata fran leverantorer och férandringar i affarssystem och arbetssatt for att
kunna hantera klimatdata.

FRAMTAGNING AV KLIMATDATA FOR BYGGBESLAGPRODUKTER GENOM EPD:ER

Arbete med att ta fram EPD:er eller klimatdata for egna produkter har pabérjats under verksamhetsaret 2024 men ar dnnu i sin vagga. Detta arbete kommer komma i gang
ordentligt under 2025.

INSAMLING AV KLIMATDATA FRAN LEVERANTORER

Samtliga leverantorer har fatt brev av berord kategorichef pa Byggbeslag med férfragan om att inkomma med klimatdata for de varor som Byggbeslag koper, installerar och
séljer. De leverantorer som inte har kunnat inkomma med klimatdata har fatt en begaran att inkomma med tidsplan for nar de kommer ha klimatdata pa plats.

Byggbeslag kommer pa sikt ha svart att installera och sélja material som inte har klimatdata och pa sikt, da tillrackliga klimatdata finns identifierad, kommer urval dven ske
for de lagsta klimatavtrycken. Byggbeslag har som ambition att vara en hallbar affarsaktor och @mnar darfér samarbeta med leverantérer med samma malsattning.

FORANDRINGAR | AFFARSSYSTEM OCH ARBETSSATT FOR ATT KUNNA HANTERA KLIMATDATA

Uppdatering av Byggbeslags affarssystem pabdrjades under verksamhetsaret i syfte att effektivt kunna hantera klimatdata mellan kunder och leverantérer. Detta ar ett
arbete som fortsatt pagar da 2024 ar slut och berédknas sta klart under 2025.

For att formedling av klimatdata ska fungera kommer Byggbeslags rutiner och arbetssatt behdva justeras sa att formedling av klimatdata blir en sjalvklar del av flodet.

PRODUKTVAL

Byggbeslags ambition ar att genom sin verksamhet férse samhallet med hallbara I6sningar for dérrmiljéer som haller lange och kan repareras. Vi ar med genom hela
projektet fran planering, ink6p och produktval till genomforande och eftervard och reparationer. Darfor kan vi kontrollera hela kedjan och hjalpa kunden att géra smarta
och hallbara miljéval.

Byggbeslag anvander sig av Byggvarubedémningar for att bedoma byggrelaterade produkter utifran dess kemiska innehall, miljopaverkan under livscykeln och i
forlangningen aven social paverkan i leverantorsledet. Detta gor vi for att framja produktutvecklingen mot en giftfri och god bebyggd miljo samt ansvarsfulla leverantérsled.
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Byggbeslag anvander sig i mojligaste man inte av material som innehaller sarskilt farliga @mnen. Pa sa vis bidrar vi till giftfria materialkretslopp. | de fall som vi maste
anvanda oss av produkter innehallande farliga @mnen registrerar vi det i SCIP-databasen. Informationen finns darmed tillganglig under varornas hela livscykel inklusive i
avfallsledet och atervinning och ateranvandning maojliggors.

Byggbeslag anvinder sig av material och utfér arbete som ska halla linge. Vi strévar efter att vara del av hallbara Ao T i gy
byggprojekt dar hallbarhetsfragor finns med genom hela byggnadens livscykel.

PRODUKTMAL - BYGGVARUBEDOMNINGEN . 57 % oo | on 55 % o
Byggbeslag har som delmal for att nd malet att vara klimatneutrala 2045 att alla produkter som vi séljer ska vara Andel 2zra produkter zom S bedamda Andel sgnz produkter med stetus

beddémda som accepterade eller bdttre i Byggvarubedémningen senast 2030. Foljande resultat har natts for Byggbeslag nulze=) accapterade eller bEure (nuldzs)
under verksamhetsar 2024:

- . 83 % . 79 % .
RESURSANVANDNING ENERGI ; * :

Da ingen egentlig tillverkning sker i verksamheten ar anvandningen av el-energi och vatten relativt liten. Vatten anvands endast for dusch, disk och toalett. Vara lokaler ar
alla anslutna till kommunalt vatten och avlopp. Verksamhetens el-energibehov utgors av belysning, drift av kontorsutrustning, ventilation och uppvarmning med mera.
Uppvarmning av lokalerna sker fraimst med fjarrviarme och i ett par fall via direktverkande el/varmepump. El baserad pa férnybara energikéllor prioriteras.

Byggbeslag koper endast fossilfri energi med ursprungsgaranti och CO2e = 0.

For Byggbeslags servrar, Scope 2, anvander vi oss av en IT-partner som dven de har fossilfri energi med ursprungsgaranti for bade drift och reservkraft. Var IT-partner, som
har hand om vara servrar, uppskattar klimatpaverkan for Byggbeslags servrar till ca 5 kg/VM/ar.

AVFALL
. Byggbeslag arbetar med att forebygga, minimera och optimera avfallshanteringen utifran miljomassig hallbarhet. Arbetet
[3 utgar i huvudsak fran den europeiska prioritetsordningen for avfallshantering, avfallshierarkin, dar malet ar att det ska

uppsta sa lite avfall som majligt och att det som dnda uppstar ska hanteras pa ett sa bra satt som mojligt.

For Byggbeslag innebar avfallshierarkin att vi ska tanka till innan vi byter ut sddant som fungerar, till exempel inredning,
eller reparera det som gar att reparera, att vi kan ateranvdanda sadant som &r i gott skick, antingen pa vara kontor eller ute
hos kund vid 6verenskommelse. Det innebar ocksa att vi &r noggranna med hur vi sorterar vart avfall sa att det i forsta
hand kan ga till materialatervinning och i andra hand till energiatervinning. Byggbeslag ska sa langt som majligt undvika
att skicka avfall pa deponi.

For Byggbeslag ar det viktigt hur vi agerar och uppfattas. Da vi arbetar pa byggen, pa offentliga platser eller i din bostad —
alltid med andra ord — ska vi lamna omradet rent och snyggt och framfor allt fritt fran avfall och nedskréapning.

Sortering av avfall i kontorsmiljo sker idag pa de allmanna ytorna inom matavfall, brannbart, kontorspapper, glas och metall. | lagret sorteras papper, plast, tr3,
lysror/lampor, batterier, wellpapp, glas, massing, aluminium, el och metall.
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Under 2024 har omférhandling gjorts av samtliga avfallsavtal vilket kommer leda till férbattringar inom saval rapportering som miljomassig hallbarhet, genom verifiering av
att forutsattningarna for att ratt fraktioner sorteras.

Byggbeslag har beraknat klimatavtrycket for 48% av avfallet i enlighet med GHG-protokollet, scope 2, energidtervinning vilket ger ett klimatavtryck pa 9783 kg CO2e vilket
kan uppskattas till ca 15 848 kg for hela verksamheten. Klimatavtrycket for 48% av avfallet i enlighet med GHG-protokollet scope 3, kategori 5, ger ett klimatavtryck pa 447
kg CO2e for verksamhetsaret 2024 vilket ger ett uppskattat varde pa 724 kg CO2e for den totala verksamheten.

CIRKULAR EKONOMI

Inom cirkuldr ekonomi faller stora delar av Byggbeslags serviceenhet in dar man servar for att forlanga materialets livslangd, reparerar sddant som har gatt sonder, och
byter ut det som inte gar att laga. Genom sin miljépolicy forbinder sig Byggbeslag att dar det ar tekniskt och ekonomiskt férsvarbart, serva och reparera befintligt material
for att minimera resursanvandningen. Byggbeslags kunder styr stor del av affdren och dar kunder vill byta ut fungerande produkter till nyare sker detta och den cirkulara
ekonomin hamnar darefter i avfallsledet dar olika I6sningar tillimpas beroende pa vem som &ger den utbytta produkten och dess, skick egenskaper, kvalitet med mera.
Givet det lage vi befinner oss i dar vi som samhille och planet nyttjar mer fossila resurser dn vi har rad med spas andelen service och reparationer av befintliga dérrsystem
Oka i takt med att brytning av nya metaller blir allt dyrare och en bristvara.

Dar det ar mojligt ska forpackningsmaterial ateranvandas i befintligt skick. De forpackningsmaterial som inte kan ateranvandas ska i enlighet med avfallstrappan i forsta
hand materialdtervinnas och i andra hand energiatervinnas.

Under 2024 har man pa centrallagret bérjat arbeta med en del av cirkular ekonomi genom att 6ka aterbruket av material som tidigare har lamnats for materialatervinning,
ddrmed tar vi ett steg upp i avfallstrappan. Detta ger dven en klimatvinst pa hela resursanvandningen genom att jungfruliga kéllor sparas till forman for ateranvandning. En
process for cirkuldar materialanvandning har under 2024 arbetats fram som syftar till att det material som inte installerats, som varit uppmonterade men inte i full drift,
saknar forpackning eller som kund inte langre vill ha men som ar i fint skick ska kunna aterbrukas. Inom processen har man tagit fram interna arbetssatt dar man ser till att
gora det latt att gora ratt och dar man minskat ner pa administration for att mojliggéra den cirkuldra materialanvandningen.

Bolaget har inte beraknat férvantade finansiella effekter av vasentliga risker och mojligheter som har att géra med resursanvandning eller cirkular ekonomi.
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SOCIAL HALLBARHET

Den sociala h3llbarhetsdimensionen handlar till stor del om vilbefinnande, rattvisa, makt, rattigheter och individens behov. Okad polarisering och motsattningar, bade pa
internationell och nationell niva, manga ganger orsakat av eskalerande klimatférandringar och ekonomisk ojamlikhet skadar den sociala hallbarheten. Ett socialt hallbart
bolag ar ett jamstallt och jamlikt bolag dar manniskor kan leva ett gott liv av den I6n man arbetar ihop med god hélsa, utan orattfardiga skillnader. Ett bolag med hog
tolerans dar manniskors lika varde star i centrum, vilket kréver att manniskor kanner tillit och fértroende till varandra och ar delaktiga i bolagsutvecklingen.

Darfor behover de sociala aspekterna av hallbarhetsarbetet alltid prioriteras bade pa individ- och bolagsniva.
Inom social hallbarhet har féljande identifierats som vasentliga faktorer for Byggbeslag:

e  ESRS S1 Den egna medarbetarkaren
e  ESRS S4 Nytta for kunder och slutanvandare

DEN EGNA MEDARBETARSTYRKAN

Byggbeslags kunniga och engagerade medarbetare ar var storsta tillgang och en av vara viktigaste konkurrensférdelar. Om medarbetarstyrkan trivs och mar bra, paverkar
det generellt hela verksamheten, alltifran forsaljningssiffror och kundnéjdhet till engagemang och sjukfranvaro. For oss ar det darfor viktigt att ge alla medarbetare basta
mojliga forutsattningar for att trivas pa sin arbetsplats, nagot vi tror grundlaggs genom en trygg och saker arbetsmiljo, omvaxlande arbetsuppgifter samt majlighet till
kompetensutveckling och utbildning inom de risker som vara medarbetare utsatts for.

Handlingsplan och risk- och mojlighetsanalys géllande den egna medarbetarstyrkan ingar i foretagsledningens strategiarbete och redovisas inte i foreliggande
hallbarhetsforklaring.

PERSONALSTYRKANS SAMMANSATTNING
Byggbeslags personalstyrka bestar av 306 anstallda (genomsnitt for 2024) férdelat pa 305 tjanster. Medarbetarstyrkan ar fordelad enligt foljande gallande kon:

Antal kvinnor Antal médn Totalt antal anstillda Totalt antal tjanster
L&S 26 197 223 221
AB Byggbeslag 17 34 51 51
Byggbeslag Holding 18 14 32 32
Totalt 61 246 306 304

Fordelningen mellan kénen ar idag 20 % kvinnor mot 80 % man.
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Gallande fordelning pa region ser det ut enligt foljande:

Region Kvinnor antal Kvinnor % Man antal Man % Totalt antal

MITT (Karlstad) 25 29% 60 71% 85
OST (Stockholm, Uppsala) 15 19% 66 81% 81
NORR (Lule3, Sundsvall, Ostersund, Umea) 12 22% 43 78% 55
SYDOST (Linkdping, Ljungby, Norrképing, Finspang) 4 11% 34 89% 38
SYD (Malmo, Halmstad) 1 4% 26 96% 27
VAST (Géteborg) 4 20% 16 80% 20
Totalt 61 20% 243 80% 306

LIKABEHANDLING OCH LIKA MOJLIGHET FOR ALLA

Byggbeslag har en policy och handlingsplan mot likabehandling och jamstallhet som handlar om att alla ska behandlas lika med omtanke och respekt oavsett befattning,
arbetsuppgift, kon, etnisk tillhorighet, religion, sexuell 1aggning, politisk asikt, funktionshinder eller alder. Vi arbetar med jamstalldhets- och mangfaldsfragan vid till exempel
rekrytering, kompetensutveckling, [6nesattning och i vara medarbetarundersékningar. Vi tror pa att inkludering och mangfald ger battre affarer.

JAMSTALLDHET OCH LIKA LON FOR LIKA ARBETE

Byggbeslags policy och handlingsplan mot likabehandling och jamstallhet ar det styrande dokument som styr Byggbeslags arbete med saval jamstalldhet som lika I6ner.
Under verksamhetsaret 2024 var medianlénen pa Byggbeslag 36 800 kronor och kvinnornas 16n uppgick till 98 % av mannens loner raknat pa medelvardet.

MANGFALD

Byggbeslags personalstyrka bestar av 306 anstéllda (berdknat pa december 2024), mangfalden inom alder ser ut enligt féljande:

Kvinnor under 30 Kvinnor mellan 30-50 Kvinnor dver 50 Man under 30 Man mellan 30-50 Man dver 50
L&S 5 14 7 25 108 64
AB Byggbeslag 0 8 9 8 10 16
Byggbeslag Holding 3 5 10 1 4 9
Totalt 8 27 26 34 122 89
Procent av den totala styrkan 3% 9% 8% 11% 40% 29%

Gallande sysselsattning och delaktighet for personer med funktionsnedséattning far Byggbeslag Ionebidrag for en anstalld.
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UTBILDNING OCH KOMPETENS

Kompetenshdjande insatser erbjuds i den utstrackning som den beddms nddvandig av ledningen. En stor del av kompetenshdjningen ligger i intern upplarning och
utbildning i det dagliga arbetet. Dar det behdvs genomfdrs kompetenshdjningen internt med externa utbildare eller via externa utbildningsforetag.

ATGARDER MOT VALD OCH TRAKASSERIER PA ARBETSPLATSEN

Da oegentligheter upptacks ska de i de fall det gar inom ramen for visselbladsning rapporteras i visselbldsarsystemet, 6vriga fall ska férmedlas till HR-chef (direkt eller via
narmsta chef) som tar problematiken vidare och hanterar oegentligheter i enlighet med lagstiftning, Visselbldsarpolicy och Policy och handlingsplan fér likabehandling och
jamlikhet. Vid behov sammankallar HR-chef 6vrig krisledningsgrupp. Lds mer om Visselblasning i avsnitt Visselbldsning

MANSKLIGA RATTIGHETER

Byggbeslags verksamhet bedrivs framst i Sverige med egen personal. Vi staller krav pa att manskliga rattigheter ska respekteras aven hos vara leverantérer och
underentreprendrer genom leverantdrsbeddémningar och uppférandekoder.

Inom manskliga rattigheter har Byggbeslag KPI for 100 % kollektivavtal vilket man nar upp till. Utéver det har man daven mal pa N6jd medarbetarindex (NMI) vilket ska
uppna index 70. Byggbeslag genomforde ingen medarbetarundersokning under verksamhetsaret och har darfor inga resultat att delge for aret. Anledningen till detta &r den
tuffa konjunkturen som Byggbeslag befinner sig i under verksamhetsaret. NMI ska normalt féljas upp arligen.

Byggbeslag har ett [6pande arbete med arbetsmiljo dar olyckor och tillbud f6ljs upp manadsvis och redovisas for ledningen.

RATTIGHETER UTANFOR BYGGBESLAG
Legotillverkning av vara egna produkter sker hos leverantérer i Europa samt i Asien, framst Kina som definieras dom ett riskland av amfori BSCI.

Vid uppféljningar av vara leverantérssamarbeten ingar att vi, sjalva eller med extern hjalp, genomfor leverantérsbedémningar, eller leverantorsvardering enligt kriterier
som kvalitétsforhallanden samt forhallanden inom miljomassig hallbarhet, social hallbarhet och bolagsstyrning/affarsetik.

Malsattningen ar att upptéacka och forhindra att Byggbeslags verksamhet i Sverige och andra lander, direkt eller indirekt, leder till krdnkningar av de manskliga
rattigheterna, exploatering av barn samt diskriminering. Uppfdljningarna visar att leverantorerna generellt har ett tillfredsstallande miljo- och arbetsmiljoarbete.

Som ett grundkrav i leverantérsbedomning eller leverantérsbedémningar eller leverantérsvardering ingar att man som leverantér ska bekrafta att man star bakom
Byggbeslags Uppforandekod, vilken varnar om bland annat arbetsvillkor, manskliga rattigheter, arbetsmiljo, miljépaverkan och anti-korruption.

1 Countries Risk Classification 2020, amfori, BSCI Business Social Compliance Initiative.
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https://www.ottogroup.com/medien/dynamic/docs/de/businesspartnerdeclaration/amfori-countries-risk-classification.pdf

ARBETSVILKOR

Alla anstéllda inom Byggbeslag omfattas av kollektivavtal vilket reglerar trygghet i anstéllning genom bland annat rimliga |6ner och balans mellan arbetsliv och privatliv.
Med anledning av att Byggbeslag endast ar verksamma i Sverige och féljer svenska lagar och regler samt har kollektivavtal fér samtliga medarbetare gor att ej redovisade
upplysningskrav har sallats bort som e] relevanta da det ar en sjalvklarhet for Byggbeslag att de levs upp till.

De flesta medarbetarna arbetar kontorstider. Vi har tekniker som omfattas av beredskapsuppdrag som kan bli utkallade pa tider utanfér ordinarie arbetstid. For detta
upprattats specifika avtal med fackférbund och berérda personer.

FACKLIGT ENGAGEMANG

Inom Byggbeslag ser vi positivt pa att vara medarbetare engagerar sig fackligt och samarbetet med de olika fackférbunden uppskattas. Vi anser att engagerade och
kompetenta skydds- och arbetsmiljombud bidrar till dynamik och férbattringar i arbetsmiljoarbetet, vilket gynnar Byggbeslag.

Byggbeslag kollektivforhandlar med foljande fackliga organisationer, férhandling sker med olika fackliga organisationer beroende pa vad och vilka som berors:

e Industriarbetsgivarna
e Unionen

e Sveriges ingenjorer

e Ledarna

e Akademikerférbundet
e Svensk Handel

Fackliga representanter ar inte delaktiga i att sdtta, Overvaka eller analysera de mal och KPl:er som Byggbeslag arbetar med. Fackliga representanter ar inte heller delaktiga i
arbetet kring handlingsplaner eller atgarder da mal inte uppnas.

HALSA OCH SAKERHET

Alla medarbetare i Byggbeslag erbjuds friskvardsbidrag, som kan anvéndas till de av Skatteverket utpekade skattefria friskvardsaktiviteterna. Det finns ocksa mojlighet for
anstallda att teckna en vardforsakring via foretaget.

Byggbeslags medarbetare har mojlighet att kopa formanscykel vilket ska bidra till att medarbetarstyrkan ror sig mer och férhoppningsvis gor att nagra fler medarbetare
valjer cykeln framfér bilen. Formanscykeln har potential att bidra till saval battre halsa som lagre utslapp av vaxthusgaser.

Foretagshalsovarden anlitas i de fall dar kompetens saknas internt, som vid till exempel krissituationer, stodsamtal till medarbetare med stressrelaterade besvar, vid
medicinska kontroller o.s.v. Vart tredje ar erbjuds alla medarbetare en allman halsokontroll inklusive hdlsosamtal via foretagshalsovarden, FHV. Inriktningen for FHV och oss
som arbetsgivare ar att forebygga ohalsa och pa sikt fa ett annu friskare Byggbeslag.

Byggbeslag anvander sig av ID06 vilket framjar sund konkurrens och sakra arbetsplatser i byggbranschen. Pa sa vis bidrar Byggbeslag till att 14tt kunna identifiera personer
pa arbetsplatsen och koppla vara medarbetare till Byggbeslag.
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For att utreda, atgarda och forebygga arbetsrelaterade olyckor anvander sig Byggbeslag av IA-systemet fér rapportering av olyckor och tillbud. Arbetssattet tillampas i syfte
att stodja det systematiska arbetsmiljoarbetet och forbattringsarbetet.

Skydds- och brandskyddsronder genomférs pa alla enheter. De brister som upptacks atgardas for att forbattra arbetsmiljon samt minska risken for att onskade handelser
ska stora verksamheten. De tilloud och olyckor som intraffar rapporteras och foljs upp internt. Rapportering sker dven till Arbetsmiljoverket da det ar aktuellt.

Byggbeslag har under verksamhetsaret 2024 haft besok av Arbetsmiljoverket vid tre tillfallen till féljd av olyckor och tillbud som Byggbeslag rapporterat in till myndigheten i
tva fall och "tema-besok” som del av Arbetsmiljéverkets arbete med vibrationer i ett fall. Byggbeslag har inga pagdende drenden hos Arbetsmiljoverket vid 2024 ars slut.

TILLBUD OCH OLYCKOR

Uppféljning och rapportering av intraffade tillbud och olyckor gérs manadsvis och presenteras for hogsta ledningen samt varannan vecka fér samtliga ledare inom bolaget.
Under 2024 rapporterades totalt 33 incidenter varav fyra var olyckor med franvaro. Byggbeslag ser positivt pa att rapporteringen har okat av tilloud da det indikerar att vi
far fram en stor andel av det som sker vilket hjalper oss att forebygga storre olyckor. Dock har dven olyckorna och olyckor med franvaro 6kat vilket Byggbeslag ser oroande
pa. En forklaring till de 6kade antalet olyckor med och utan franvaro ar den tuffa vintern som har lett till betydligt fler halkolyckor an tidigare ar. Byggbeslag har dven
arbetat mycket med att fa alla medarbetare att rapportera det som sker och flera informationsinsatser har satts in under aret vilket kan ha lett till att troskeln sankts fér nar
man rapporterar en handelse. Byggbeslag kommer behova vidta atgarder for att helt fa bort olyckor med franvaro.

Tillbud, olyckor och arbetssjukdommar 6ver tid

20
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10
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ETillbud ®Olycka ™ Olycka med franvaro B Arbetssjukdom B Fardolycksfall

FRISKNARVARO OCH ARBETSRELATERADE SJUKDOMAR

Byggbeslags moderbolag har en frisknarvaro pa 98,2% for 2024 och dotterbolaget AB Byggbeslag pa 97,7% och har lever vi upp till vart mal med frisknarvaro 6ver 97%, pa
Byggbeslag Las & Sikerhet ligger frisknarvaron pa 96%. Frisknarvaron ar likvardig féregdende ar.
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NYTTA FOR KONSUMENTER OCH SLUTANVANDARE

Byggbeslag finns pa 16 orter i Sverige och ar verksamma pa betydligt fler, Byggbeslag ar genom vara uppdrag rikstdckande i Sverige. Tillsammans med vara kunder och
leverantorer skapar vi samhallsnytta for hela Sverige.

For aspekten ESRS S4 har endast positiva foljder identifierats da det material vi séljer och de installationer vi gor
bidrar till sdkrare, tryggare och mer tillgangliga miljcer.

BYGGENTREPRENAD

| Byggbeslag har vi var grund i byggbranschen. Det var dar allt borjade, och det &r dar vi fortfarande har
storre delen av var verksamhet.

Fran borjan var det som leverantér av produkter. Nagot som saklart fortfarande ar en del av vart erbjudande. Vi
samverkar med arkitekter och konsulter for att hitta ratt produktlésningar och soka effektiviseringar, som i sin tur
ger kostnadsbesparingar for dig som bestallare.

SAKER KOMPETENS FOR KORREKT DORRMILIO

Det ar vardefullt att ha oss vid din sida i ett tidigt skede av byggprojektets planering av dérrmiljo, 1as och sakerhet.

Sakerhetslosningar ar ofta komplexa och omfattande. Dessutom ska funktioner och standarder forhalla sig till
interna och externa krav. Var produktkunskap och dagliga arbete som tekniska radgivare gor att vi vagar kalla oss
specialister. Med oss som bollplank reder du i tid ut fragetecken i din specifikation och kan forsdkra dig om att
bade material och I6sningar ar korrekta och kompletta. Detta kan vara avgérande redan vid inkdpsférberedelser av
dorr- och entrépartier.

TILLFORLITLIG KALKYLERING

Dina kalkyler ska ha ratt niva fran start. Vi vagleder dig i dina berdkningar sa att de haller projektet igenom och besparar dig onédiga kostnader och 6verraskningar langre
fram.

TRYGG ENTREPRENAD

Du har allt att vinna pa ett optimerat utgangslage for din entreprenad. Det underlattar hela resan framat. Projektets specifikation inom I3s och sakerhet ar granskad och
kostnadsbilden ar tydlig — du har full kontroll. Tillsammans med Byggbeslag har du s&krat kvalitén infor ditt projekt.

39

Transaktion 09222115557542316041 Signerat PL, LJ, HL, FT, FE
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FASTIGHET

Vi jobbar med savil offentliga som privata fastighetsdgare och bostadsrattsféreningar
Over hela Sverige. Du som ager eller forvaltar en fastighet far en kompetent partner
med ett val anpassat sortiment.

Oavsett om du har ansvar for flerbostadshus eller kommersiella fastigheter har du
tillgang till en meny av tjanster som stracker sig fran radgivning och installation till
nyckeladministration och efterservice.

OFFENTLIGA OCH KOMMERSIELLA FASTIGHETER

Dina lokaler &r varda ratt inredningsdetaljer och sékerhetsprodukter. Vara I6sningar ska
underlatta och trygga vardagen, sa att du kan fokusera pa din kdrnverksamhet.

Till det erbjuder vi ett tjanstepaket val anpassat for dig som dger en kommersiell
fastighet. Riskanalyser, radgivning, installation, dokumentation och serviceavtal. Vara
tjdnster ar aldrig langre bort an ett telefonsamtal.

FLERBOSTADSHUS

Vi jobbar dagligen med privata fastighetsagare, kommunala fastighetsbolag och
bostadsrattsforeningar runt om i hela landet. Uppdragen stracker sig fran att byta ut
enskilda beslag till omfattande installationer av kompletta sdkerhetssystem eller
rotrenoveringar av badrum.

Vi finns med hela vagen fran en tidig konsultation via leverans, installation, driftsattning
till det efterféljande underhallet.
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INDUSTRI

Byggbeslag Industri har levererat med kvalitét till industrikunder runt om i Norden sedan 1985.
Det gor att vi forstar vardagen i en tillverkande verksamhet.

Den support och tekniska radgivning vi ger ar en viktig del av vart erbjudande och det har 6ver tid
skapat ett etablerat fortroende hos vara kunder. Fler mervarden vi levererar r en kontaktvag,
sampackning av |as- och beslagsdetaljer och tillgang till vdra montagetjanster.

INDUSTRIELLA BYGGENTREPRENORER

Prefabriserade moduler for flerbostadshus blir allt vanligare. Vart kompletta produkterbjudande
inklusive vart tjansteutbud, ar attraktivt for dig som industriell byggentreprenér. Vi har kapacitet och
kompetens att vara med genom hela projektet.

MODUL OCH SMAHUS

Till dig som dr modul- och smahuskund levererar vi [6sningar inom dérrbeslagning, las och sdkerhet.
Aven vart inredningssortiment ar vil anpassat for dina behov och produktion.

DORR- OCH PARTITILLVERKARE

Som leverantor till dorr- och partitillverkare sedan manga ar, kdnner vi till de krav som stélls pa de
flesta ingdende delar for 1as och dorrbeslagning. Vi kan lashus, gangjarn, tatningstrosklar, kantreglar,
el- och motorlas, dérrstangare, dérrautomatik, spanjoletter, flerpunktslas och annat som ar relevant
att kunna i var bransch.

SNICKERI

Du som driver snickeriverksamhet far en mycket kompetent partner med ett fullsortiment av las och
beslag.
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BOLAGSSTYRNING

Bolagsstyrning handlar om att sdkerstalla for aktiedgarna att bolaget skots hallbart, ansvarsfullt och sa effektivt som mojligt. Komponenter i bolagsstyrningen innefattar
bland annat ledning och kontroll, struktur och 6vervakning, policyer och varderingar, beslutsfattande och férdelning av ansvar, riskhantering och hur foretagets prestation
mats. Inom bolagsstyrning har féljande identifierats som vdsentliga faktorer for Byggbeslag:

e  ESRS G1 Affarsetik

Vissa delar av Bolagsstyrningen redovisas i den allmanna delen av hallbarhetsforklaringen — vagledning for att hitta ratt sker genom den matris finns sist i foreliggande

hallbarhetsforklaring.

AFFARSETIK

BOLAGSKULTUR

Byggbeslags bolagskultur representeras av de
tre ledorden Tillsammans — Hallbart — Sakert
vilket ska genomsyra allt som sker inom
bolaget. Det kan latt associeras med
miljomassig hallbarhet, social hallbarhet och
hallbar bolagsstyrning eller det satt vi ser pa
varandra och ska respektera varandra.

UPPFORANDEKODER

Byggbeslag arbetar med intern
uppférandekod mot sina medarbetare, extern
uppfoérandekod mot leverantérer och signerar
kunders uppforandekoder da dessa ligger i
linje med Byggbeslags varderingar och
styrning.

INTERN UPPFORANDEKOD

Den interna uppférandekoden har tagits fram
under verksamhetsaret 2023 och ska vara
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kdnd av samtliga medarbetare. Under 2024 i Byggbeslags medarbetarsystem ska samtliga medarbetare bekraftat att man last och forstatt bolagets policys, daribland den
interna uppfoérandekoden.

EXTERN UPPFORANDEKOD

Alla leverantorer som Byggbeslag har affarsrelationer med ska signera Byggbeslags Uppforandekod alternativt visa upp en egen uppférandekod som bedéms likvardig. Inga
fall av avsteg fran Byggbeslags uppférandekod har rapporterats under verksamhetsaret 2024.

KUNDERS UPPFORANDEKODER

Da Byggbeslag ar leverantor till kund signeras kundens uppférandekod i de fall som den stimmer 6verens med Byggbeslags varderingar och styrning samt da Byggbeslag
lever upp till de krav som kunden stéller pa oss.

STRATEGI - NYTTA FOR KUNDER

Var verksamhet paverkas av de strukturella marknadsférandringar som
bygg- och entreprenadbranschen upplever. Var strategi syftar till att
langsiktigt forbattra Ionsamheten och mota de nya krav vara kunder
stéller pa oss. Vi avser genomféra omstallningar och effektiviseringar pa
ett ansvarsfullt satt, bade mot vara medarbetare samt med bibehallen
kundnytta for vara kunder.

KOMPETENS INOM HALLBAR BOLAGSSTYRNING

Byggbeslag besitter ingen specifik kompetens inom hallbar
bolagsstyrning. Hallbar bolagsstyrning ligger under Hallbarhetsansvarigs
uppdrag att vagleda kring men ansvaret for etiskt agerande ligger pa

samtliga medarbetare och sarskilt de i ledande positioner. Under 2024
« har samtliga medarbetare erbjudits digital intern utbildning dar Hallbar
bolagsstyrning varit del av innehallet.

ANTI-KORRUPTION

- Styrande dokument gallande anti-korruption inom Byggbeslag ar

féljande:

. Koncernens policy mot mutor och korruption

° Véagledning — Anti-korruption och forebyggande atgarder
. Intern uppforandekod
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| koncernens policy mot mutor och korruption ar man valdigt tydlig med att ingen form av givande eller tagande av mutor accepteras. | Byggbeslags Uppférandekod
upprepar man budskapet att Byggbeslags anstallda inte far erbjuda eller ta emot gavor och ersattning som betecknas som bestickning eller muta. Uppférandekoden
tydliggor att kontakter mellan medarbetare och affarspartners ska kdnnetecknas av opartiskhet samt félja god affarssed. Vi tar stort ansvar for vara affarspartners integritet
bade vad avser affarshemligheter som andra sekretessbelagda féretagsuppgifter. | Byggbeslags gavopolicy faststaller man att alla férfragningar om gavor ska ga via HR-chef
for att tas upp i Foretagsledningen dar beslut ska fattas.

Byggbeslags anti-korruptionsarbete har under verksamhetsaret bestatt av en intern utbildningsinsats av stora delar av organisationen. En 6versyn har gjorts 6ver
Byggbeslags interna arbete med anti-korruption och en vagledning har tagits fram vilken ska komplettera koncernens policy mot mutor och korruption. En intern
uppfoérandekod har daven upprattats vilken ska géra det an mer tydligt hur Byggbeslags bolagskultur ser ut och vad som ar okej beteende inom bolaget. Vagledningen for
Anti-korruption och forebyggande atgarder har tagits fram under verksamhetsaret 2023 och 2024 har varit forsta hela verksamhetsaret da den varit vagledande.

Byggbeslag har en KPI géllande anti-korruption vilken faststélldes av foretagsledningen i samband med ledningens genomgang under verksamhetsaret. KPI lyder enligt
foljande: ”0 konstaterade fall av korruption” dar man mater vad som kommit ledningen till kdnna via visselblasarsystem eller annan vag. Under aret har inga fall av
korruption kommit ledningen till kdnna. Inga fall av lobbyverksamhet har heller kommit Byggbeslag tillkanna.

Byggbeslags anti-korruptionsarbete leds av Hallbarhetsansvarig som tillsammans med HR-chef dr de som tar emot misstankta fall av oetiska handlingar. HR-chef ar del av
foretagsledningen. Om man inte vill vanda sig till del av ledningsgruppen for att rapportera sin misstanke eller upptackt finns maojlighet att vdanda sig till Hallbarhetsansvarig
eller till den externa visselblasarfunktionen.

VISSELBLASNING
Missforhallanden som mobbning eller sexuella trakasserier eller andra oegentligheter, som korruption och liknande, ska inte férekomma.

Om vi misslyckas med vart forebyggande arbete i dessa fragor finns maojlighet for den som drabbats eller den som ser nagon annan utsattas for
eller ser nagon utdva ett icke 6nskvart beteende, att anmala detta. Byggbeslag ar anslutna till Whistleblower Partners som hjalper Byggbeslag
hantera eventuella oetiska handlingar eller andra oenigheter. Byggbeslag foljer sin Visselblasarpolicy och HR-chef tillsammans med
Hallbarhetsansvarig ansvarar for att hantera uppkomna fall.

Visselblasarsystemet ar ett komplement for situationer som inte kan hanteras inom ramen for Byggbeslags normala kommunikation. En
medarbetare som rapporterar en valgrundad misstanke om allvarliga missforhallanden som pagatt, pagar eller kan komma att inledas kommer inte utsattas for repressalier,
daven om det efter undersokning visar sig att misstanken inte stamde.

Byggbeslag har foljande KPl:er gallande uppforande och bolagskultur ar foljande:
* 0 konstaterade fall av diskriminering och krankande sarbehandling
* 0 konstaterade fall av korruption

Under aret har visselblasarfunktionen inte anvants vid nagot tillfalle. Under 2024 har inga fall av diskriminering kommit ledningen till kdnna. Byggbeslag har inte heller blivit
foremal for nagra brottmalsutredningar, viten, boter, stamningar, brott mot manskliga rattigheter eller andra liknande oegentligheter.
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INTYGANDE

Vi menar att hallbarhetsforklaringens innehall 6verensstammer med faktiska férhallanden sa langt vi kanner till.

Karlstad manad 2024

Lats phans, Suedhi Tenif g_MJ

Lars Johansson Fredrik Turzik Hakan Larsson
Styrelseordférande Styrelseledarmot Styrelseledarmot
Peter (arscon Frida Enotecon
Peter Larsson Frida Erolsson
Verkstallande direktor Hallbarhetsansvarig

;-!l', BYGGBESLAG
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REVISORNS YTTRANDE

Building a better
working world

Revisorns yttrande avseende den lagstadgade hallbarhetsrapporten

Till bolagsstédmman i AB Byggbeslag Holding, org nr 559410-1346

Uppdrag och ansvarsférdelning

Det &r styrelsen som har ansvaret fér hdllbarhetsrapporten fér &r 2024 och fér att den &r upprittad i enlighet med
arsredovisningslagen i enlighet med den &ldre lydelsen som géllde fore den 1 juli 2024.

Granskningens inriktning och omiaténing

Var granskning har skett enligt FARs rekommendation RevR 12 Revisorns yttrande om den lagstadgade hallbarhetsrapporten.
Detta innebar att var granskning av hallbarhetsrapporten har en annan inriktning och en védsentligt mindre omfattning jamfort
med den inriktning och omfattning som en revision enligt International Standards on Auditing och god revisionssed i Sverige har.
Vi anser att denna granskning ger oss tillracklig grund f6r vart uttalande.

Uttalande
En hallbarhetsrapport har upprattats.

Karistad J{e‘/ 3 4202 g

Ernst & Young AB

Auktoriserad revisor
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MATRIS CSRD

REDOVISNINGSPUNKT AVGRANSNING & BRISTER HANVISNING AVSNITT SIDHANVISNING

ALLMANNA UPPLYSNINGAR

ESRS 2 DR BP-1

Sadant som klassas som affarshemligheter har uteslutits fran redovisningen
enligt ESRS 1 7.7

Strateglarbete

Berednlng av hallbarhetsforklaring enligt CSRD
Hallbarhetsredovisning 2024

ESRS 2 DR BP-2 Scoop 1-3 med undantag, se avsnitt om Vardekedja enl. hdnvisning Strategiarbete Beredning av hallbarhetsforklaring enligt CSRD 2,16
Urval av intressenter Hallbarhetsredovisning 2024

ESRS 2 DR GOV-1 Hogsta ledningen ar avgransad till styrelse och foretagsledning, da samtliga HR Hallbarhetsredovisning 2024 2,9-12
ledare beskrivs ingar alla med personalansvar samt de som sitter i Beredning av hallbarhetsforklaring enligt CSRD
Affarsomradenas ledningsgrupper. Styrning av Byggbeslags hallbarhetsarbete

ESRS 2 DR GOV-2 Ledningens genomgang tva ganger per ar. Strategiarbete Styrning av Byggbeslags hallbarhetsarbete 7-13,

Beredning av hallbarhetsforklaring enligt CSRD

ESRS 2 DR GOV-3 Inget incitamentsystem finns inom hallbarhet Strategiarbete Styrning av Byggbeslags hallbarhetsarbete 11

ESRS 2 DR GOV-4 Kartlaggning av tillborlig aktsamhet redogér for datainhamtning sa langt som Ledningsarbete Kartlaggning av tillborlig aktsamhet -
Byggbeslag har kommit idag

ESRS 2 DR GOV-5 Den hittills identifierade vardekedjan och scopen finns beskrivna i avsnitt om DVA Beredning av hallbarhetsforklaring 19
Vardekedjan Strategiarbete

ESRS 2 SBM-1 Stora delar av bolagets strategiarbete ar konfidentiellt varfor det har uteslutits Strategiarbete Styrning av Byggbeslags hallbarhetsarbete 7-9, 19
fran hallbarhetsforklaringen. Lat oss presentera Byggbeslag
Verksamma endast i Sverige, berors inte av de branschspecifika standarderna Beredning av hallbarhetsforklaring
Identifiering och avgransning av vardekedjan pagar

ESRS 2 SBM-2 Identifiering av intressenter har skett pa central niva gruppvis och ej Strategiarbete Lat oss presentera Byggbeslag 4
prioriterade i olika nyckelintressenter da den informationen ar konfidentiell.

ESRS 2 SBM-3 Stora delar av bolagets strategiarbete ar konfidentiellt varfor det har uteslutits Strategiarbete Beredning av hallbarhetsforklaring enligt CSRD 7-8, 19
fran hallbarhetsforklaringen.

ESRS 2 IRO-1 Utgangspunkten ar foretagsledningens SWOT-analys samt riskanalys Byggbeslags Beredning av hallbarhetsforklaring 7-8
Stora delar av bolagets strategiarbete ar konfidentiellt varfor det har uteslutits strategiarbete
fran hallbarhetsforklaringen.

ESRS 2 IRO-2 Ingen annan efterlevnad av EU lagstiftning redovisas i foreliggande Lagefterlevnadsrevision Beredning av hallbarhetsforklaring -
hallbarhetsforklaring.

ESRS 2 MDR-P Redovisas i respektive ESG-avsnitt Redovisas i respektive ESG-avsnitt 23-44

ESRS 2 MDR-A Redovisas i respektive ESG-avsnitt Redovisas i respektive ESG-avsnitt 23-44

ESRS 2 MDR-M Redovisas i respektive ESG-avsnitt Redovisas i respektive ESG-avsnitt 23-44

ESRS 2 MDR-T Redovisas i respektive ESG-avsnitt Redovisas i respektive ESG-avsnitt 23-44

ESRS E1-1 Fardplan for Byggbeslags vag mot klimatneutralitet Fardplan Finns Bifogad Bilaga 1

ESRS E1-2 Policy uppdaterades 2023 Miljopolicy Beredning av hallbarhetsforklaring 20

ESRS E1-3 Atgarder och resurser ar kopplade till miljomalet och &r de prioriterade Miljomal Klimatférandringar 25
atgarder som tros gora storst nytta.

ESRS E1-4 Mal finns for begransning av klimatférandringar men ej anpassning till Miljomal Klimatférandringar -
klimatférandringar Saknas

ESRS E1-6 Data finns ej i sin helhet. Datainsamling pagar. Inom scope 1 pagar Klimatpaverkan Vardekedja och avgransning -
datainsamling I6pande for klimatpaverkan av transporter vilket &r den transporter Klimatférandringar
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vasentliga delen. Inom scope 2 har Byggbeslag UG for fossilfri el men saknar

Ursprungsgarantier el

Avfall

information om servrarna. Information finns for delar av energiatervinning av Leverantorsbrev Resursanvandning
avfall. Inom scope 3 har leverantérer fatt krav att inkomma med klimatdata via
EPD:er alternativt en tidsplan. Arbete ar i gdng men inget resultat kan
presenteras. Arbete med EPD:er for egna produkter paborjades 2024.
ESRS E1-9 Kostnader for klimatanpassning Saknas Klimatanpassning 24
ESRS E5-1 Miljopolicy har uppdaterats Miljopolicy Resursanvandning och cirkular ekonomi 20
ESRS E5-2-3 Inget mal eller handlingsplan finns framtaget da identifieringen inte &r Mal och handlingsplan Resursanvandning och cirkuldr ekonomi 28-31
tillracklig an. behover tas fram
ESRS E5-4 Redovisas ej pga att information saknas. Insamling av data pabarjad. Saknas Resursanvandning och cirkuldr ekonomi -
ESRS E5-5 Scope 2 energiatervinning och scope 3, kategori 5, avfall. Del av arssamanstéllning | Avfall -
KPI
ESRS E5-6 Har redovisas i narrativ, reparationer i samband med service samt aterbruk av Saknas Resursanvandning och cirkuldr ekonomi 28-31
forpackningsmaterial. Berdakning av finansiella effekter har inte gjorts. SWOT
innefattande cirkuldr ekonomi och resursanvindning saknas.
UPPLYSNINGAR INOM SOCIAL HALLBARHET
ESRS S1-1-3, 15 Da vi i Sverige har arbetsmiljolagar som reglerar stora delar av S1-1 och vi pa Kollektivavtal och Den egna medarbetarstyrkan 20, 32,44
Byggbeslag har kollektivavtal fér samtliga anstéllda har delar av S1-1 avfardats arbetsrattsliga lagar i
som ej relevanta for oss. Sverige
ESRS S1-4 Risker och majligheter inom egen medarbetarstyrka ingar i ledningens Strategiarbete Styrning av Byggbeslags hallbarhetsarbete 7-9, 32
strategiarbete Den egna medarbetarstyrkan
ESRS S1-5 Fackliga representanter ar ej delaktiga i malarbete Saknas Den egna medarbetarstyrkan -
ESRS S1-6-9, 12 Redogorelse 6ver personalstyrkans sammansattning HR Den egna medarbetarstyrkan 32
ESRS S1-13 For kompetensutveckling redovisas set som finns dokumenterat, 6vriga krav HR Den egna medarbetarstyrkan 9
uteblir fran forklaringen.
ESRS S1-14 Olyckor och tillbud rapporteras i sin helhet med respekt for inblandade varfor IA-systemet Den egna medarbetarstyrkan 36
allt ar avpersonifierat
ESRS S1-16 Medelvarde for man vs kvinnors 16n redovisas Lonesystemet Den egna medarbetarstyrkan 33
ESRS S1-17 Endast bekraftade fall av diskriminering kan laggas i statistiken Visselblasarpolicy Visselblasning 44
Intern uppférandekod
Extern uppférande kod
Policy mot korruption
och mutor
ESRS S4-1-4 Da man endast sett nytta for slutkonsumenter och inga risker rapporteras Ska lyftas in som del av Nytta for slutkonsumenter 38-40
endast nyttan. Policy finns ej upprattad. policy
UPPLYSNINGAR INOM BOLAGSSTYRNING
ESRS G1-1-4 Har redovisas Byggbeslags rutiner och arbetssatt for att vidhalla en god Visselblasarpolicy Ansvarsfullt foretagande 41-44

bolagskultur. De fall av visselblasning som har skett redovisas i avsnitt
Visselblasning pa det satt som ar rimligt och med respekt for samtliga
inblandade.

Intern uppférandekod

Extern uppférande kod
Policy mot korruption

och mutor
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-03-24 08:48:09.765382 UTC ±18 ms

    		2025-03-24 07:51:11.119196 UTC

    		

      158.255.218.9

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Kristina Löved (KL) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2025-04-03 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-03-24 08:48:09.765382 UTC ±18 ms

    		2025-03-24 07:51:11.119196 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (peter.larsson@byggbeslag.se) to Peter Larsson (PL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-24 08:48:09.765382 UTC ±18 ms

    		2025-03-24 07:51:11.119196 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lars.johansson@ahlmarks.se) to Lars Johansson (LJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-24 08:48:09.765382 UTC ±18 ms

    		2025-03-24 07:51:11.119196 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (hakan.larsson@ledarsolen.se) to Håkan Larsson (HL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-24 08:48:09.765382 UTC ±18 ms

    		2025-03-24 07:51:11.119196 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (fredrik.turzik@ahlmarks.se) to Fredrik Turzik (FT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-24 08:48:09.765382 UTC ±18 ms

    		2025-03-24 07:51:11.119196 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (frida.erolsson@byggbeslag.se) to Frida Erolsson (FE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-24 08:48:15.738485 UTC ±18 ms

    		2025-03-24 07:51:11.119196 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Peter Larsson (PL) was delivered.

      


    

  



  

  

    		2025-03-24 08:48:15.748645 UTC ±18 ms

    		2025-03-24 07:51:11.119196 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lars Johansson (LJ) was delivered.

      


    

  



  

  

    		2025-03-24 08:48:15.757898 UTC ±18 ms

    		2025-03-24 07:51:11.119196 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Håkan Larsson (HL) was delivered.

      


    

  



  

  

    		2025-03-24 08:48:15.767899 UTC ±18 ms

    		2025-03-24 07:51:11.119196 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Fredrik Turzik (FT) was delivered.

      


    

  



  

  

    		2025-03-24 08:48:15.776446 UTC ±18 ms

    		2025-03-24 07:51:11.119196 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Frida Erolsson (FE) was delivered.

      


    

  



  

  

    		2025-03-24 08:50:53.205658 UTC ±19 ms

    		2025-03-24 07:51:11.119196 UTC

    		

      213.65.239.203

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Håkan Larsson (HL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-24 08:52:51.768437 UTC ±3 ms

    		2025-03-24 08:51:12.864025 UTC

    		

      213.65.239.203

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The signatory Håkan Larsson (HL) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		47		0.773		0.333



 

      


    

  



  

  

    		2025-03-24 08:53:08.430731 UTC ±3 ms

    		2025-03-24 08:51:12.864025 UTC

    		

      213.65.239.203

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The document was signed by Håkan Larsson (HL) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "2025-03-19  Hållbarhetsredovisning 2024" med transaktionsnummer 9222115557542316041.







Data returned from 
  the BankID network
:
  
Name: Lars Håkan Larsson
  
ID number: 
  *Redacted by author*

  
IP: 213.65.239.203


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-24 08:55:58.234679 UTC ±4 ms

    		2025-03-24 08:51:12.864025 UTC

    		

      185.144.145.12

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Peter Larsson (PL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-24 08:56:45.705469 UTC ±4 ms

    		2025-03-24 08:51:12.864025 UTC

    		

      185.144.145.12

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The signatory Peter Larsson (PL) signed in the signature box “signature 1”.
[image: signature]Peter (arscon







The box’s placement in the Main Document:		Page		X		Y

		47		0.262		0.465



 

      


    

  



  

  

    		2025-03-24 08:57:04.963135 UTC ±4 ms

    		2025-03-24 08:51:12.864025 UTC

    		

      185.144.145.12

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The document was signed by Peter Larsson (PL) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "2025-03-19  Hållbarhetsredovisning 2024" med transaktionsnummer 9222115557542316041.







Data returned from 
  the BankID network
:
  
Name: Anders Peter Larsson
  
ID number: 
  *Redacted by author*

  
IP: 185.144.145.12


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-24 17:20:32.55865 UTC ±19 ms

    		2025-03-24 16:51:28.79027 UTC

    		

      86.42.90.221

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Fredrik Turzik (FT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-24 17:22:46.614862 UTC ±20 ms

    		2025-03-24 16:51:28.79027 UTC

    		

      86.42.90.221

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The signatory Fredrik Turzik (FT) signed in the signature box “signature 1”.
[image: signature]Jhediif Tuzik







The box’s placement in the Main Document:		Page		X		Y

		47		0.418		0.326



 

      


    

  



  

  

    		2025-03-24 17:23:03.6657 UTC ±20 ms

    		2025-03-24 16:51:28.79027 UTC

    		

      86.42.90.221

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The document was signed by Fredrik Turzik (FT) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "2025-03-19  Hållbarhetsredovisning 2024" med transaktionsnummer 9222115557542316041.







Data returned from 
  the BankID network
:
  
Name: Karl Fredrik Vendel Turzik
  
ID number: 
  *Redacted by author*

  
IP: 86.42.90.221


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-25 09:21:14.862495 UTC ±6 ms

    		2025-03-25 08:52:06.073791 UTC

    		

      217.210.92.213

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36

      

    

    		

      

        The party Lars Johansson (LJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-25 12:36:28.137349 UTC ±25 ms

    		2025-03-25 11:52:10.911985 UTC

    		

      158.255.218.9

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Lars Johansson (LJ) at the request of the user Kristina Löved (KL).

      


    

  



  

  

    		2025-03-25 12:36:37.06542 UTC ±25 ms

    		2025-03-25 11:52:10.911985 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lars Johansson (LJ) was delivered.

      


    

  



  

  

    		2025-03-25 12:36:49.238864 UTC ±25 ms

    		2025-03-25 11:52:10.911985 UTC

    		

      158.255.218.9

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Frida Erolsson (FE) at the request of the user Kristina Löved (KL).

      


    

  



  

  

    		2025-03-25 12:36:53.904024 UTC ±25 ms

    		2025-03-25 11:52:10.911985 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Frida Erolsson (FE) was delivered.

      


    

  



  

  

    		2025-03-25 14:21:19.124822 UTC ±14 ms

    		2025-03-25 13:52:16.390296 UTC

    		

      85.24.188.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Frida Erolsson (FE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-25 14:24:23.530774 UTC ±15 ms

    		2025-03-25 13:52:16.390296 UTC

    		

      85.24.188.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The signatory Frida Erolsson (FE) signed in the signature box “signature 1”.
[image: signature]Frida Enoteson







The box’s placement in the Main Document:		Page		X		Y

		47		0.575		0.471



 

      


    

  



  

  

    		2025-03-25 14:24:34.209501 UTC ±15 ms

    		2025-03-25 13:52:16.390296 UTC

    		

      85.24.188.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The document was signed by Frida Erolsson (FE) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "2025-03-19  Hållbarhetsredovisning 2024" med transaktionsnummer 9222115557542316041.







Data returned from 
  the BankID network
:
  
Name: Frida Mari Eriksson
  
ID number: 
  *Redacted by author*

  
IP: 193.203.12.234


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-25 16:39:14.225426 UTC ±15 ms

    		2025-03-25 15:52:19.695118 UTC

    		

      217.210.92.213

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36

      

    

    		

      

        The party Lars Johansson (LJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-25 17:20:02.168326 UTC ±14 ms

    		2025-03-25 16:52:21.41677 UTC

    		

      217.210.92.213

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36

      

    

    		

      

        The party Lars Johansson (LJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-25 17:21:18.053148 UTC ±15 ms

    		2025-03-25 16:52:21.41677 UTC

    		

      217.210.92.213

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Lars Johansson (LJ) signed in the signature box “signature 1”.
[image: signature]Laks Jiatsst,







The box’s placement in the Main Document:		Page		X		Y

		47		0.073		0.331



 

      


    

  



  

  

    		2025-03-25 17:21:56.794162 UTC ±15 ms

    		2025-03-25 16:52:21.41677 UTC

    		

      217.210.92.213

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Lars Johansson (LJ) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "2025-03-19  Hållbarhetsredovisning 2024" med transaktionsnummer 9222115557542316041.







Data returned from 
  the BankID network
:
  
Name: LARS JOHANSSON
  
ID number: 
  *Redacted by author*

  
IP: 217.210.92.213


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-25 17:21:56.794162 UTC ±15 ms

    		2025-03-25 16:52:21.41677 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-03-25 17:21:57.045993 UTC ±15 ms

    		2025-03-25 16:52:21.41677 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.13 ms

		standard deviation: 1.57 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈88.753%

		|e| < 5 ms: ≈99.850%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-02-12 01:14:48.771801 UTC and 2025-03-25 16:52:21.41677 UTC:







  		Time collected

  		Clock offset







  

    		2025-02-12 01:14:48.771801

    		1.5 ms

  





  

    		2025-02-12 02:14:51.079106

    		1.6 ms

  





  

    		2025-02-12 03:14:53.470283

    		0.8 ms

  





  

    		2025-02-12 04:14:55.792535

    		1.3 ms

  





  

    		2025-02-12 05:14:58.225743

    		1.7 ms

  





  

    		2025-02-12 06:15:00.539817

    		0.7 ms

  





  

    		2025-02-12 07:15:03.020053

    		-0.5 ms

  





  

    		2025-02-12 08:15:04.96273

    		0.5 ms

  





  

    		2025-02-12 09:15:06.886914

    		3.0 ms

  





  

    		2025-02-12 10:15:09.679791

    		9.6 ms

  





  

    		2025-02-12 11:15:11.547043

    		1.1 ms

  





  

    		2025-02-12 12:15:13.772208

    		2.9 ms

  





  

    		2025-02-12 13:15:15.546766

    		1.6 ms

  





  

    		2025-02-12 14:15:17.162892

    		1.1 ms

  





  

    		2025-02-12 15:15:19.483735

    		1.0 ms

  





  

    		2025-02-12 16:15:21.528057

    		-0.1 ms

  





  

    		2025-02-12 17:15:23.337754

    		-1.2 ms

  





  

    		2025-02-12 18:15:26.325219

    		0.4 ms

  





  

    		2025-02-12 19:15:28.761394

    		1.7 ms

  





  

    		2025-02-12 20:15:31.781977

    		-1.7 ms

  





  

    		2025-02-12 21:15:34.123505

    		-0.3 ms

  





  

    		2025-02-12 22:15:36.844912

    		0.3 ms

  





  

    		2025-02-12 23:15:39.330961

    		-0.3 ms

  





  

    		2025-02-13 00:15:41.378023

    		-0.4 ms

  





  

    		2025-02-13 01:15:43.465612

    		2.1 ms

  





  

    		2025-02-13 02:15:45.193035

    		-0.7 ms

  





  

    		2025-02-13 03:15:47.349943

    		1.3 ms

  





  

    		2025-02-13 04:15:49.282785

    		1.3 ms

  





  

    		2025-02-13 05:15:51.374489

    		-0.4 ms

  





  

    		2025-02-13 06:15:53.648806

    		0.4 ms

  





  

    		2025-02-13 07:15:55.399007

    		2.5 ms

  





  

    		2025-02-13 08:15:57.537632

    		2.3 ms

  





  

    		2025-02-13 09:15:59.383654

    		1.2 ms

  





  

    		2025-02-13 10:16:01.22833

    		-0.4 ms

  





  

    		2025-02-13 11:16:03.621018

    		-1.0 ms

  





  

    		2025-02-13 12:16:05.675776

    		-0.8 ms

  





  

    		2025-02-13 13:16:07.303987

    		-0.4 ms

  





  

    		2025-02-13 14:16:09.644114

    		1.5 ms

  





  

    		2025-02-13 15:16:11.321907

    		-0.5 ms

  





  

    		2025-02-13 16:16:13.500315

    		0.7 ms

  





  

    		2025-02-13 17:16:16.464625

    		-1.3 ms

  





  

    		2025-02-13 18:16:19.259518

    		-1.1 ms

  





  

    		2025-02-13 19:16:21.832679

    		-0.5 ms

  





  

    		2025-02-13 20:16:23.918506

    		1.4 ms

  





  

    		2025-02-13 21:16:26.144642

    		-1.2 ms

  





  

    		2025-02-13 22:16:28.577412

    		1.1 ms

  





  

    		2025-02-13 23:16:30.687576

    		1.1 ms

  





  

    		2025-02-14 00:16:33.142375

    		-0.2 ms

  





  

    		2025-02-14 01:16:35.871723

    		-1.0 ms

  





  

    		2025-02-14 02:16:38.137164

    		0.7 ms

  





  

    		2025-02-14 03:16:40.682966

    		-0.6 ms

  





  

    		2025-02-14 04:16:42.980358

    		0.0 ms

  





  

    		2025-02-14 05:16:44.733374

    		-1.2 ms

  





  

    		2025-02-14 06:16:46.978472

    		1.5 ms

  





  

    		2025-02-14 07:16:48.936077

    		3.6 ms

  





  

    		2025-02-14 08:16:51.650352

    		1.6 ms

  





  

    		2025-02-14 09:16:53.525368

    		-0.2 ms

  





  

    		2025-02-14 10:16:55.618876

    		1.8 ms

  





  

    		2025-02-14 11:16:57.580866

    		0.3 ms

  





  

    		2025-02-14 12:16:59.458832

    		1.8 ms

  





  

    		2025-02-14 13:17:02.220888

    		0.4 ms

  





  

    		2025-02-14 14:17:04.300473

    		2.3 ms

  





  

    		2025-02-14 15:17:05.955666

    		0.1 ms

  





  

    		2025-02-14 16:17:09.008628

    		1.3 ms

  





  

    		2025-02-14 17:17:11.585227

    		-0.2 ms

  





  

    		2025-02-14 18:17:14.254774

    		1.8 ms

  





  

    		2025-02-14 19:17:16.438627

    		-0.6 ms

  





  

    		2025-02-14 20:17:19.030491

    		-0.4 ms

  





  

    		2025-02-14 21:17:21.160766

    		1.1 ms

  





  

    		2025-02-14 22:17:23.729715

    		1.1 ms

  





  

    		2025-02-14 23:17:25.995243

    		1.3 ms

  





  

    		2025-02-15 00:17:28.585859

    		-2.1 ms

  





  

    		2025-02-15 01:17:30.950629

    		1.1 ms

  





  

    		2025-02-15 02:17:32.700898

    		-1.1 ms

  





  

    		2025-02-15 03:17:35.236378

    		1.8 ms

  





  

    		2025-02-15 04:17:37.442382

    		0.1 ms

  





  

    		2025-02-15 05:17:39.73194

    		-0.7 ms

  





  

    		2025-02-15 06:17:41.975829

    		1.6 ms

  





  

    		2025-02-15 07:17:43.709837

    		2.2 ms

  





  

    		2025-02-15 08:17:46.061375

    		-0.1 ms

  





  

    		2025-02-15 09:17:48.400553

    		1.4 ms

  





  

    		2025-02-15 10:17:50.292561

    		-0.8 ms

  





  

    		2025-02-15 11:17:52.689915

    		1.0 ms

  





  

    		2025-02-15 12:17:54.880648

    		1.7 ms

  





  

    		2025-02-15 13:17:56.657811

    		1.1 ms

  





  

    		2025-02-15 14:17:59.156101

    		-0.1 ms

  





  

    		2025-02-15 15:18:02.658821

    		0.8 ms

  





  

    		2025-02-15 16:18:05.16415

    		0.7 ms

  





  

    		2025-02-15 17:18:06.873328

    		1.7 ms

  





  

    		2025-02-15 18:18:09.350211

    		-0.7 ms

  





  

    		2025-02-15 19:18:11.998491

    		-0.9 ms

  





  

    		2025-02-15 20:18:14.163636

    		-1.3 ms

  





  

    		2025-02-15 21:18:16.064212

    		0.8 ms

  





  

    		2025-02-15 22:18:17.732969

    		-1.2 ms

  





  

    		2025-02-15 23:18:20.121639

    		1.1 ms

  





  

    		2025-02-16 00:18:23.27575

    		0.5 ms

  





  

    		2025-02-16 01:18:25.393606

    		-1.4 ms

  





  

    		2025-02-16 02:18:28.532772

    		-1.3 ms

  





  

    		2025-02-16 03:18:31.12781

    		-1.1 ms

  





  

    		2025-02-16 04:18:33.341865

    		-1.8 ms

  





  

    		2025-02-16 05:18:35.641418

    		-2.5 ms

  





  

    		2025-02-16 06:18:38.234886

    		-0.5 ms

  





  

    		2025-02-16 07:18:41.606969

    		0.6 ms

  





  

    		2025-02-16 08:18:44.346012

    		-0.6 ms

  





  

    		2025-02-16 09:18:46.592859

    		2.3 ms

  





  

    		2025-02-16 10:18:48.739496

    		0.7 ms

  





  

    		2025-02-16 11:18:50.4488

    		2.9 ms

  





  

    		2025-02-16 12:18:52.482389

    		1.5 ms

  





  

    		2025-02-16 13:18:55.418307

    		-1.2 ms

  





  

    		2025-02-16 14:18:57.437152

    		-0.9 ms

  





  

    		2025-02-16 15:19:00.463524

    		-0.5 ms

  





  

    		2025-02-16 16:19:03.100957

    		1.8 ms

  





  

    		2025-02-16 17:19:04.73711

    		1.3 ms

  





  

    		2025-02-16 18:19:06.494305

    		1.5 ms

  





  

    		2025-02-16 19:19:08.225831

    		1.9 ms

  





  

    		2025-02-16 20:19:10.728733

    		0.6 ms

  





  

    		2025-02-16 21:19:13.207895

    		0.7 ms

  





  

    		2025-02-16 22:19:15.977661

    		0.0 ms

  





  

    		2025-02-16 23:19:18.6261

    		1.5 ms

  





  

    		2025-02-17 00:19:20.62121

    		-1.1 ms

  





  

    		2025-02-17 01:19:22.723864

    		-1.8 ms

  





  

    		2025-02-17 02:19:24.826601

    		-0.9 ms

  





  

    		2025-02-17 03:19:26.649785

    		-0.7 ms

  





  

    		2025-02-17 04:19:28.630014

    		0.7 ms

  





  

    		2025-02-17 05:19:30.607864

    		0.2 ms

  





  

    		2025-02-17 06:19:33.759037

    		1.1 ms

  





  

    		2025-02-17 07:19:36.286409

    		1.6 ms

  





  

    		2025-02-17 08:19:38.562662

    		-0.1 ms

  





  

    		2025-02-17 09:19:40.318825

    		1.4 ms

  





  

    		2025-02-17 10:19:41.977581

    		2.5 ms

  





  

    		2025-02-17 11:19:44.048395

    		-0.2 ms

  





  

    		2025-02-17 12:19:45.578185

    		0.1 ms

  





  

    		2025-02-17 13:19:47.21144

    		2.0 ms

  





  

    		2025-02-17 14:19:48.862928

    		-0.1 ms

  





  

    		2025-02-17 15:19:50.483196

    		2.0 ms

  





  

    		2025-02-17 16:19:52.312169

    		-0.4 ms

  





  

    		2025-02-17 17:19:53.880515

    		2.2 ms

  





  

    		2025-02-17 18:19:56.268407

    		1.5 ms

  





  

    		2025-02-17 19:19:58.419703

    		1.4 ms

  





  

    		2025-02-17 20:20:02.028361

    		-1.1 ms

  





  

    		2025-02-17 21:20:04.549692

    		1.5 ms

  





  

    		2025-02-17 22:20:07.406383

    		-2.2 ms

  





  

    		2025-02-17 23:20:09.953076

    		-1.6 ms

  





  

    		2025-02-18 00:20:12.264421

    		-1.3 ms

  





  

    		2025-02-18 01:20:14.635563

    		0.3 ms

  





  

    		2025-02-18 02:20:16.641309

    		-0.6 ms

  





  

    		2025-02-18 03:20:19.013154

    		-0.3 ms

  





  

    		2025-02-18 04:20:20.605262

    		-0.5 ms

  





  

    		2025-02-18 05:20:22.440167

    		3.6 ms

  





  

    		2025-02-18 06:20:24.970379

    		1.4 ms

  





  

    		2025-02-18 07:20:27.465497

    		0.8 ms

  





  

    		2025-02-18 08:20:29.155812

    		1.8 ms

  





  

    		2025-02-18 09:20:30.908384

    		-0.1 ms

  





  

    		2025-02-18 10:20:32.907908

    		0.7 ms

  





  

    		2025-02-18 11:20:34.763127

    		1.3 ms

  





  

    		2025-02-18 12:20:37.025526

    		0.6 ms

  





  

    		2025-02-18 13:20:38.559636

    		2.2 ms

  





  

    		2025-02-18 14:20:40.512633

    		2.3 ms

  





  

    		2025-02-18 15:20:42.508616

    		1.9 ms

  





  

    		2025-02-18 16:20:45.092479

    		-1.2 ms

  





  

    		2025-02-18 17:20:47.009289

    		-0.9 ms

  





  

    		2025-02-18 18:20:48.896303

    		0.7 ms

  





  

    		2025-02-18 19:20:50.773706

    		-0.4 ms

  





  

    		2025-02-18 20:20:52.91078

    		1.1 ms

  





  

    		2025-02-18 21:20:54.692589

    		-1.6 ms

  





  

    		2025-02-18 22:20:56.809619

    		1.4 ms

  





  

    		2025-02-18 23:20:59.002603

    		-0.8 ms

  





  

    		2025-02-19 00:21:01.292615

    		0.0 ms

  





  

    		2025-02-19 01:21:03.352078

    		-0.6 ms

  





  

    		2025-02-19 02:21:05.737668

    		1.4 ms

  





  

    		2025-02-19 03:21:07.92795

    		-0.4 ms

  





  

    		2025-02-19 04:21:09.91297

    		-1.5 ms

  





  

    		2025-02-19 05:21:12.164428

    		-1.5 ms

  





  

    		2025-02-19 06:21:14.411686

    		-0.2 ms

  





  

    		2025-02-19 07:21:16.943311

    		-0.6 ms

  





  

    		2025-02-19 08:21:18.928307

    		3.9 ms

  





  

    		2025-02-19 09:21:21.369829

    		3.3 ms

  





  

    		2025-02-19 10:21:23.450469

    		-0.6 ms

  





  

    		2025-02-19 11:21:25.173699

    		0.4 ms

  





  

    		2025-02-19 12:21:26.997343

    		2.0 ms

  





  

    		2025-02-19 13:21:28.729413

    		-23.5 ms

  





  

    		2025-02-19 14:21:30.241288

    		-0.4 ms

  





  

    		2025-02-19 15:21:32.017429

    		-1.3 ms

  





  

    		2025-02-19 16:21:34.373299

    		-2.4 ms

  





  

    		2025-02-19 17:21:36.148671

    		-3.0 ms

  





  

    		2025-02-19 18:21:38.902365

    		0.6 ms

  





  

    		2025-02-19 19:21:41.388562

    		2.9 ms

  





  

    		2025-02-19 20:21:43.121766

    		2.4 ms

  





  

    		2025-02-19 21:21:45.013611

    		2.4 ms

  





  

    		2025-02-19 22:21:46.874202

    		1.3 ms

  





  

    		2025-02-19 23:21:48.849501

    		-4.3 ms

  





  

    		2025-02-20 00:21:51.512453

    		-1.7 ms

  





  

    		2025-02-20 01:21:54.073495

    		-1.9 ms

  





  

    		2025-02-20 02:21:55.89639

    		-2.3 ms

  





  

    		2025-02-20 03:21:58.024937

    		-1.9 ms

  





  

    		2025-02-20 04:22:00.299897

    		-1.0 ms

  





  

    		2025-02-20 05:22:02.611155

    		1.5 ms

  





  

    		2025-02-20 06:22:04.641475

    		2.2 ms

  





  

    		2025-02-20 07:22:07.223194

    		0.5 ms

  





  

    		2025-02-20 08:22:09.452586

    		0.5 ms

  





  

    		2025-02-20 09:22:10.970609

    		-0.4 ms

  





  

    		2025-02-20 10:22:13.900291

    		-0.9 ms

  





  

    		2025-02-20 11:22:15.716202

    		-2.3 ms

  





  

    		2025-02-20 12:22:18.622555

    		-1.1 ms

  





  

    		2025-02-20 13:22:21.020838

    		-1.7 ms

  





  

    		2025-02-20 14:22:23.638202

    		-0.4 ms

  





  

    		2025-02-20 15:22:25.687466

    		-2.9 ms

  





  

    		2025-02-20 16:22:27.525559

    		1.4 ms

  





  

    		2025-02-20 17:22:29.818935

    		-0.5 ms

  





  

    		2025-02-20 18:22:32.3317

    		0.4 ms

  





  

    		2025-02-20 19:22:34.653646

    		4.2 ms

  





  

    		2025-02-20 20:22:36.336882

    		2.3 ms

  





  

    		2025-02-20 21:22:38.204169

    		0.8 ms

  





  

    		2025-02-20 22:22:40.018666

    		-2.9 ms

  





  

    		2025-02-20 23:22:41.939975

    		-2.9 ms

  





  

    		2025-02-21 00:22:44.284012

    		3.2 ms

  





  

    		2025-02-21 01:22:46.022251

    		3.3 ms

  





  

    		2025-02-21 02:22:48.231387

    		2.1 ms

  





  

    		2025-02-21 03:22:50.264654

    		0.3 ms

  





  

    		2025-02-21 04:22:52.793995

    		1.6 ms

  





  

    		2025-02-21 05:22:54.80274

    		-1.3 ms

  





  

    		2025-02-21 06:22:57.177871

    		0.7 ms

  





  

    		2025-02-21 07:22:59.872177

    		-0.2 ms

  





  

    		2025-02-21 08:23:02.09011

    		-1.2 ms

  





  

    		2025-02-21 09:23:04.501993

    		-0.3 ms

  





  

    		2025-02-21 10:23:06.757296

    		-1.4 ms

  





  

    		2025-02-21 11:23:08.213612

    		-0.5 ms

  





  

    		2025-02-21 12:23:10.700132

    		2.4 ms

  





  

    		2025-02-21 13:23:13.348582

    		-0.8 ms

  





  

    		2025-02-21 14:23:15.380601

    		0.6 ms

  





  

    		2025-02-21 15:23:17.10951

    		-1.2 ms

  





  

    		2025-02-21 16:23:20.035667

    		-2.0 ms

  





  

    		2025-02-21 17:23:22.196655

    		1.7 ms

  





  

    		2025-02-21 18:23:25.081791

    		2.1 ms

  





  

    		2025-02-21 19:23:26.768716

    		2.3 ms

  





  

    		2025-02-21 20:23:28.960892

    		-5.8 ms

  





  

    		2025-02-21 21:23:30.60415

    		-0.2 ms

  





  

    		2025-02-21 22:23:32.910227

    		-1.2 ms

  





  

    		2025-02-21 23:23:35.203543

    		-1.4 ms

  





  

    		2025-02-22 00:23:37.180402

    		-1.4 ms

  





  

    		2025-02-22 01:23:39.099586

    		-1.7 ms

  





  

    		2025-02-22 02:23:41.37351

    		-1.6 ms

  





  

    		2025-02-22 03:23:43.581725

    		0.1 ms

  





  

    		2025-02-22 04:23:45.422015

    		0.6 ms

  





  

    		2025-02-22 05:23:47.981245

    		-0.9 ms

  





  

    		2025-02-22 06:23:50.30173

    		1.3 ms

  





  

    		2025-02-22 07:23:52.8937

    		-0.7 ms

  





  

    		2025-02-22 08:23:55.258456

    		1.2 ms

  





  

    		2025-02-22 09:23:57.035072

    		3.1 ms

  





  

    		2025-02-22 10:23:59.8375

    		-1.0 ms

  





  

    		2025-02-22 11:24:01.723603

    		0.3 ms

  





  

    		2025-02-22 12:24:03.610062

    		4.1 ms

  





  

    		2025-02-22 13:24:05.869448

    		0.0 ms

  





  

    		2025-02-22 14:24:07.58255

    		-0.2 ms

  





  

    		2025-02-22 15:24:10.44088

    		1.4 ms

  





  

    		2025-02-22 16:24:12.959484

    		-0.6 ms

  





  

    		2025-02-22 17:24:15.955034

    		1.3 ms

  





  

    		2025-02-22 18:24:18.584855

    		0.4 ms

  





  

    		2025-02-22 19:24:21.18007

    		1.0 ms

  





  

    		2025-02-22 20:24:23.499178

    		1.1 ms

  





  

    		2025-02-22 21:24:25.814736

    		-0.3 ms

  





  

    		2025-02-22 22:24:28.424089

    		-0.3 ms

  





  

    		2025-02-22 23:24:30.45804

    		1.3 ms

  





  

    		2025-02-23 00:24:32.740136

    		-1.2 ms

  





  

    		2025-02-23 01:24:34.726511

    		-1.4 ms

  





  

    		2025-02-23 02:24:37.005007

    		0.3 ms

  





  

    		2025-02-23 03:24:39.235582

    		-0.1 ms

  





  

    		2025-02-23 04:24:41.24657

    		1.2 ms

  





  

    		2025-02-23 05:24:43.543281

    		-1.0 ms

  





  

    		2025-02-23 06:24:45.435553

    		0.6 ms

  





  

    		2025-02-23 07:24:47.874063

    		-0.1 ms

  





  

    		2025-02-23 08:24:50.380732

    		0.9 ms

  





  

    		2025-02-23 09:24:52.094958

    		0.3 ms

  





  

    		2025-02-23 10:24:53.989118

    		3.3 ms

  





  

    		2025-02-23 11:24:56.372522

    		1.7 ms

  





  

    		2025-02-23 12:24:58.01262

    		0.9 ms

  





  

    		2025-02-23 13:24:59.623593

    		-0.5 ms

  





  

    		2025-02-23 14:25:02.066956

    		1.5 ms

  





  

    		2025-02-23 15:25:04.041528

    		-0.7 ms

  





  

    		2025-02-23 16:25:06.598354

    		-1.8 ms

  





  

    		2025-02-23 17:25:09.215125

    		-3.3 ms

  





  

    		2025-02-23 18:25:11.794541

    		-0.9 ms

  





  

    		2025-02-23 19:25:14.677208

    		-0.8 ms

  





  

    		2025-02-23 20:25:17.046169

    		1.1 ms

  





  

    		2025-02-23 21:25:19.555082

    		-0.7 ms

  





  

    		2025-02-23 22:25:21.924283

    		-1.2 ms

  





  

    		2025-02-23 23:25:24.135777

    		-1.4 ms

  





  

    		2025-02-24 00:25:26.192481

    		-2.0 ms

  





  

    		2025-02-24 01:25:28.218393

    		1.4 ms

  





  

    		2025-02-24 02:25:30.701765

    		1.1 ms

  





  

    		2025-02-24 03:25:32.749379

    		-0.2 ms

  





  

    		2025-02-24 04:25:34.715973

    		-0.2 ms

  





  

    		2025-02-24 05:25:37.158207

    		-0.9 ms

  





  

    		2025-02-24 06:25:38.95535

    		1.2 ms

  





  

    		2025-02-24 07:25:41.378554

    		1.7 ms

  





  

    		2025-02-24 08:25:43.619201

    		-0.4 ms

  





  

    		2025-02-24 09:25:45.244793

    		-1.2 ms

  





  

    		2025-02-24 10:25:47.04813

    		0.7 ms

  





  

    		2025-02-24 11:25:49.021729

    		-0.3 ms

  





  

    		2025-02-24 12:25:51.03292

    		2.0 ms

  





  

    		2025-02-24 13:25:53.775889

    		-4.7 ms

  





  

    		2025-02-24 14:25:55.477083

    		-0.4 ms

  





  

    		2025-02-24 15:25:57.372047

    		-0.2 ms

  





  

    		2025-02-24 16:25:59.194679

    		2.1 ms

  





  

    		2025-02-24 17:26:01.378905

    		1.2 ms

  





  

    		2025-02-24 18:26:04.355955

    		-1.4 ms

  





  

    		2025-02-24 19:26:06.929863

    		6.8 ms

  





  

    		2025-02-24 20:26:09.496799

    		9.2 ms

  





  

    		2025-02-24 21:26:11.147736

    		-1.9 ms

  





  

    		2025-02-24 22:26:14.012124

    		-1.1 ms

  





  

    		2025-02-24 23:26:16.213131

    		-1.6 ms

  





  

    		2025-02-25 00:26:17.867189

    		-1.9 ms

  





  

    		2025-02-25 01:26:20.41574

    		0.2 ms

  





  

    		2025-02-25 02:26:22.301475

    		-1.2 ms

  





  

    		2025-02-25 03:26:24.481216

    		-1.0 ms

  





  

    		2025-02-25 04:26:26.70803

    		0.9 ms

  





  

    		2025-02-25 05:26:28.587497

    		-0.1 ms

  





  

    		2025-02-25 06:26:30.939181

    		-1.6 ms

  





  

    		2025-02-25 07:26:32.955256

    		2.0 ms

  





  

    		2025-02-25 08:26:35.169272

    		9.1 ms

  





  

    		2025-02-25 09:26:36.648678

    		-0.8 ms

  





  

    		2025-02-25 10:26:38.362369

    		-0.5 ms

  





  

    		2025-02-25 11:26:40.034224

    		1.4 ms

  





  

    		2025-02-25 12:26:41.483755

    		1.0 ms

  





  

    		2025-02-25 13:26:43.720244

    		0.3 ms

  





  

    		2025-02-25 14:26:45.684426

    		0.6 ms

  





  

    		2025-02-25 15:26:47.580574

    		2.1 ms

  





  

    		2025-02-25 16:26:49.442365

    		3.8 ms

  





  

    		2025-02-25 17:26:51.964686

    		3.3 ms

  





  

    		2025-02-25 18:26:54.52991

    		-2.0 ms

  





  

    		2025-02-25 19:26:57.036166

    		-1.6 ms

  





  

    		2025-02-25 20:26:59.231977

    		-5.8 ms

  





  

    		2025-02-25 21:27:01.119927

    		1.3 ms

  





  

    		2025-02-25 22:27:03.372271

    		-0.3 ms

  





  

    		2025-02-25 23:27:05.342626

    		-2.2 ms

  





  

    		2025-02-26 00:27:06.938344

    		-1.9 ms

  





  

    		2025-02-26 01:27:08.810804

    		-1.1 ms

  





  

    		2025-02-26 02:27:10.582903

    		0.2 ms

  





  

    		2025-02-26 03:27:12.625718

    		-2.0 ms

  





  

    		2025-02-26 04:27:14.301961

    		0.4 ms

  





  

    		2025-02-26 05:27:16.504132

    		-1.3 ms

  





  

    		2025-02-26 06:27:19.12757

    		-2.2 ms

  





  

    		2025-02-26 07:27:21.674125

    		1.6 ms

  





  

    		2025-02-26 08:27:23.16084

    		2.1 ms

  





  

    		2025-02-26 09:27:24.899446

    		7.3 ms

  





  

    		2025-02-26 10:27:26.434743

    		1.4 ms

  





  

    		2025-02-26 11:27:28.117119

    		-0.9 ms

  





  

    		2025-02-26 12:27:29.759495

    		0.2 ms

  





  

    		2025-02-26 13:27:31.16277

    		-1.9 ms

  





  

    		2025-02-26 14:27:32.676704

    		6.0 ms

  





  

    		2025-02-26 15:27:34.224383

    		1.4 ms

  





  

    		2025-02-26 16:27:35.711211

    		-2.9 ms

  





  

    		2025-02-26 17:27:38.312419

    		0.4 ms

  





  

    		2025-02-26 18:27:40.614212

    		3.9 ms

  





  

    		2025-02-26 19:27:42.880063

    		1.6 ms

  





  

    		2025-02-26 20:27:45.267389

    		-0.1 ms

  





  

    		2025-02-26 21:27:46.961477

    		0.7 ms

  





  

    		2025-02-26 22:27:48.940144

    		0.5 ms

  





  

    		2025-02-26 23:27:51.08566

    		-1.0 ms

  





  

    		2025-02-27 00:27:53.326687

    		-0.5 ms

  





  

    		2025-02-27 01:27:55.22866

    		-1.1 ms

  





  

    		2025-02-27 02:27:57.381068

    		-1.5 ms

  





  

    		2025-02-27 03:27:59.452001

    		0.8 ms

  





  

    		2025-02-27 04:28:01.291816

    		-2.3 ms

  





  

    		2025-02-27 05:28:02.771092

    		-0.2 ms

  





  

    		2025-02-27 06:28:05.065349

    		0.7 ms

  





  

    		2025-02-27 07:28:06.894011

    		1.4 ms

  





  

    		2025-02-27 08:28:09.258516

    		0.6 ms

  





  

    		2025-02-27 09:28:12.037924

    		1.4 ms

  





  

    		2025-02-27 10:28:13.876964

    		3.7 ms

  





  

    		2025-02-27 11:28:15.94062

    		-0.4 ms

  





  

    		2025-02-27 12:28:18.053751

    		-1.2 ms

  





  

    		2025-02-27 13:28:20.042956

    		-2.5 ms

  





  

    		2025-02-27 14:28:21.80573

    		-1.4 ms

  





  

    		2025-02-27 15:28:24.158956

    		0.2 ms

  





  

    		2025-02-27 16:28:25.874376

    		-0.7 ms

  





  

    		2025-02-27 17:28:28.151852

    		1.7 ms

  





  

    		2025-02-27 18:28:30.957935

    		-0.7 ms

  





  

    		2025-02-27 19:28:34.231702

    		-1.7 ms

  





  

    		2025-02-27 20:28:37.5338

    		-0.9 ms

  





  

    		2025-02-27 21:28:39.864846

    		-0.3 ms

  





  

    		2025-02-27 22:28:42.351553

    		-0.4 ms

  





  

    		2025-02-27 23:28:44.205408

    		-2.3 ms

  





  

    		2025-02-28 00:28:46.71503

    		-1.9 ms

  





  

    		2025-02-28 01:28:49.054533

    		1.0 ms

  





  

    		2025-02-28 02:28:51.068133

    		-0.6 ms

  





  

    		2025-02-28 03:28:53.409642

    		-1.6 ms

  





  

    		2025-02-28 04:28:55.708849

    		1.1 ms

  





  

    		2025-02-28 05:28:58.506166

    		0.4 ms

  





  

    		2025-02-28 06:29:00.960508

    		-1.7 ms

  





  

    		2025-02-28 07:29:03.423357

    		0.1 ms

  





  

    		2025-02-28 08:29:05.359696

    		2.2 ms

  





  

    		2025-02-28 09:29:07.256504

    		2.1 ms

  





  

    		2025-02-28 10:29:08.928465

    		2.1 ms

  





  

    		2025-02-28 11:29:10.614753

    		1.4 ms

  





  

    		2025-02-28 12:29:12.883767

    		-0.1 ms

  





  

    		2025-02-28 13:29:14.864849

    		0.1 ms

  





  

    		2025-02-28 14:29:16.546771

    		-0.5 ms

  





  

    		2025-02-28 15:29:18.449286

    		-0.2 ms

  





  

    		2025-02-28 16:29:20.321605

    		1.8 ms

  





  

    		2025-02-28 17:29:22.305063

    		-0.5 ms

  





  

    		2025-02-28 18:29:24.911057

    		-0.2 ms

  





  

    		2025-02-28 19:29:27.228706

    		0.0 ms

  





  

    		2025-02-28 20:29:28.884455

    		-1.1 ms

  





  

    		2025-02-28 21:29:31.886347

    		-1.4 ms

  





  

    		2025-02-28 22:29:34.014731

    		-1.0 ms

  





  

    		2025-02-28 23:29:35.739205

    		1.3 ms

  





  

    		2025-03-01 00:29:38.232872

    		-1.1 ms

  





  

    		2025-03-01 01:29:40.056164

    		1.2 ms

  





  

    		2025-03-01 02:29:42.144812

    		1.3 ms

  





  

    		2025-03-01 03:29:44.165961

    		-1.4 ms

  





  

    		2025-03-01 04:29:46.362784

    		-0.6 ms

  





  

    		2025-03-01 05:29:48.566618

    		-1.1 ms

  





  

    		2025-03-01 06:29:50.629456

    		-0.5 ms

  





  

    		2025-03-01 07:29:52.460413

    		-0.1 ms

  





  

    		2025-03-01 08:29:54.125975

    		-0.3 ms

  





  

    		2025-03-01 09:29:55.865913

    		1.0 ms

  





  

    		2025-03-01 10:29:57.640871

    		-1.1 ms

  





  

    		2025-03-01 11:30:00.287045

    		-0.8 ms

  





  

    		2025-03-01 12:30:01.943913

    		1.0 ms

  





  

    		2025-03-01 13:30:04.977636

    		-0.4 ms

  





  

    		2025-03-01 14:30:08.178631

    		-0.9 ms

  





  

    		2025-03-01 15:30:10.323604

    		1.7 ms

  





  

    		2025-03-01 16:30:12.836492

    		0.4 ms

  





  

    		2025-03-01 17:30:15.105615

    		-0.7 ms

  





  

    		2025-03-01 18:30:18.139933

    		1.2 ms

  





  

    		2025-03-01 19:30:21.420855

    		0.5 ms

  





  

    		2025-03-01 20:30:23.40147

    		-1.8 ms

  





  

    		2025-03-01 21:30:25.577506

    		-0.5 ms

  





  

    		2025-03-01 22:30:27.897737

    		-2.3 ms

  





  

    		2025-03-01 23:30:30.405743

    		-2.1 ms

  





  

    		2025-03-02 00:30:32.583076

    		-1.9 ms

  





  

    		2025-03-02 01:30:34.675225

    		-2.6 ms

  





  

    		2025-03-02 02:30:36.898454

    		-0.9 ms

  





  

    		2025-03-02 03:30:39.083328

    		-1.6 ms

  





  

    		2025-03-02 04:30:40.814799

    		2.7 ms

  





  

    		2025-03-02 05:30:42.797596

    		-0.7 ms

  





  

    		2025-03-02 06:30:45.234314

    		-1.8 ms

  





  

    		2025-03-02 07:30:47.812749

    		0.0 ms

  





  

    		2025-03-02 08:30:49.44015

    		-0.8 ms

  





  

    		2025-03-02 09:30:51.217429

    		-0.3 ms

  





  

    		2025-03-02 10:30:53.696588

    		2.9 ms

  





  

    		2025-03-02 11:30:56.490835

    		1.4 ms

  





  

    		2025-03-02 12:30:58.863824

    		-0.9 ms

  





  

    		2025-03-02 13:31:00.749911

    		1.0 ms

  





  

    		2025-03-02 14:31:03.014128

    		-0.7 ms

  





  

    		2025-03-02 15:31:04.666084

    		1.2 ms

  





  

    		2025-03-02 16:31:07.182964

    		0.6 ms

  





  

    		2025-03-02 17:31:09.450685

    		0.3 ms

  





  

    		2025-03-02 18:31:12.838065

    		1.4 ms

  





  

    		2025-03-02 19:31:15.480198

    		3.4 ms

  





  

    		2025-03-02 20:31:17.779653

    		3.6 ms

  





  

    		2025-03-02 21:31:20.303711

    		-0.7 ms

  





  

    		2025-03-02 22:31:22.69204

    		-0.1 ms

  





  

    		2025-03-02 23:31:24.490619

    		-2.9 ms

  





  

    		2025-03-03 00:31:26.793036

    		-2.4 ms

  





  

    		2025-03-03 01:31:29.010331

    		-1.9 ms

  





  

    		2025-03-03 02:31:31.124067

    		0.3 ms

  





  

    		2025-03-03 03:31:33.33695

    		0.8 ms

  





  

    		2025-03-03 04:31:35.693724

    		-1.4 ms

  





  

    		2025-03-03 05:31:38.074133

    		-0.6 ms

  





  

    		2025-03-03 06:31:40.386103

    		-0.1 ms

  





  

    		2025-03-03 07:31:43.088843

    		1.2 ms

  





  

    		2025-03-03 08:31:46.521408

    		0.2 ms

  





  

    		2025-03-03 09:31:48.141448

    		-0.4 ms

  





  

    		2025-03-03 10:31:49.903908

    		1.0 ms

  





  

    		2025-03-03 11:31:51.745476

    		-0.7 ms

  





  

    		2025-03-03 12:31:54.192242

    		-0.4 ms

  





  

    		2025-03-03 13:31:56.547729

    		-1.6 ms

  





  

    		2025-03-03 14:31:58.177991

    		-0.9 ms

  





  

    		2025-03-03 15:31:59.780412

    		3.3 ms

  





  

    		2025-03-03 16:32:01.59295

    		1.4 ms

  





  

    		2025-03-03 17:32:03.402199

    		1.1 ms

  





  

    		2025-03-03 18:32:05.105612

    		0.0 ms

  





  

    		2025-03-03 19:32:06.717102

    		-2.9 ms

  





  

    		2025-03-03 20:32:08.904813

    		-0.2 ms

  





  

    		2025-03-03 21:32:12.091731

    		0.7 ms

  





  

    		2025-03-03 22:32:14.661028

    		1.6 ms

  





  

    		2025-03-03 23:32:16.377898

    		2.4 ms

  





  

    		2025-03-04 00:32:18.952385

    		-0.9 ms

  





  

    		2025-03-04 01:32:20.756714

    		-0.6 ms

  





  

    		2025-03-04 02:32:22.46361

    		-0.6 ms

  





  

    		2025-03-04 03:32:24.808562

    		-0.9 ms

  





  

    		2025-03-04 04:32:26.73949

    		-0.5 ms

  





  

    		2025-03-04 05:32:28.682189

    		-0.8 ms

  





  

    		2025-03-04 06:32:31.10206

    		1.6 ms

  





  

    		2025-03-04 07:32:33.026341

    		-6.4 ms

  





  

    		2025-03-04 08:32:34.596701

    		-0.6 ms

  





  

    		2025-03-04 09:32:36.306096

    		-0.3 ms

  





  

    		2025-03-04 10:32:37.897186

    		14.8 ms

  





  

    		2025-03-04 11:32:39.90886

    		-0.7 ms

  





  

    		2025-03-04 12:32:41.607556

    		0.2 ms

  





  

    		2025-03-04 13:32:43.908474

    		2.9 ms

  





  

    		2025-03-04 14:32:45.729131

    		1.3 ms

  





  

    		2025-03-04 15:32:47.514089

    		1.7 ms

  





  

    		2025-03-04 16:32:49.131351

    		0.1 ms

  





  

    		2025-03-04 17:32:50.893119

    		-1.1 ms

  





  

    		2025-03-04 18:32:53.024139

    		0.6 ms

  





  

    		2025-03-04 19:32:55.805594

    		-2.4 ms

  





  

    		2025-03-04 20:32:57.486747

    		1.3 ms

  





  

    		2025-03-04 21:33:00.464787

    		1.3 ms

  





  

    		2025-03-04 22:33:02.767759

    		2.0 ms

  





  

    		2025-03-04 23:33:05.144119

    		-0.8 ms

  





  

    		2025-03-05 00:33:07.040572

    		-0.8 ms

  





  

    		2025-03-05 01:33:08.782235

    		-1.4 ms

  





  

    		2025-03-05 02:33:10.909708

    		-0.9 ms

  





  

    		2025-03-05 03:33:12.702847

    		1.1 ms

  





  

    		2025-03-05 04:33:14.486086

    		0.9 ms

  





  

    		2025-03-05 05:33:16.254374

    		-1.1 ms

  





  

    		2025-03-05 06:33:18.288436

    		1.5 ms

  





  

    		2025-03-05 07:33:21.187428

    		-0.7 ms

  





  

    		2025-03-05 08:33:23.245385

    		1.1 ms

  





  

    		2025-03-05 09:33:25.131123

    		1.0 ms

  





  

    		2025-03-05 10:33:26.774237

    		0.0 ms

  





  

    		2025-03-05 11:33:28.644515

    		-0.7 ms

  





  

    		2025-03-05 12:33:30.412462

    		-0.7 ms

  





  

    		2025-03-05 13:33:32.150432

    		-0.5 ms

  





  

    		2025-03-05 14:33:34.065425

    		0.5 ms

  





  

    		2025-03-05 15:33:36.203611

    		0.1 ms

  





  

    		2025-03-05 16:33:38.180172

    		-2.9 ms

  





  

    		2025-03-05 17:33:40.073222

    		0.6 ms

  





  

    		2025-03-05 18:33:42.761035

    		0.7 ms

  





  

    		2025-03-05 19:33:44.721629

    		0.6 ms

  





  

    		2025-03-05 20:33:47.383309

    		0.3 ms

  





  

    		2025-03-05 21:33:49.814878

    		0.8 ms

  





  

    		2025-03-05 22:33:52.613885

    		-1.0 ms

  





  

    		2025-03-05 23:33:54.735946

    		-6.6 ms

  





  

    		2025-03-06 00:33:56.224613

    		-5.7 ms

  





  

    		2025-03-06 01:33:58.203194

    		-0.2 ms

  





  

    		2025-03-06 02:33:59.611405

    		1.8 ms

  





  

    		2025-03-06 03:34:01.279276

    		-1.3 ms

  





  

    		2025-03-06 04:34:02.706182

    		-1.2 ms

  





  

    		2025-03-06 05:34:05.041252

    		-1.3 ms

  





  

    		2025-03-06 06:34:07.411824

    		-1.0 ms

  





  

    		2025-03-06 07:34:10.120665

    		0.2 ms

  





  

    		2025-03-06 08:34:12.280826

    		2.5 ms

  





  

    		2025-03-06 09:34:14.124454

    		1.9 ms

  





  

    		2025-03-06 10:34:16.357861

    		-0.6 ms

  





  

    		2025-03-06 11:34:18.340961

    		-1.0 ms

  





  

    		2025-03-06 12:34:20.61221

    		1.5 ms

  





  

    		2025-03-06 13:34:22.747331

    		1.6 ms

  





  

    		2025-03-06 14:34:24.745055

    		0.7 ms

  





  

    		2025-03-06 15:34:26.421852

    		-0.8 ms

  





  

    		2025-03-06 16:34:28.651392

    		0.9 ms

  





  

    		2025-03-06 17:34:30.768795

    		-0.6 ms

  





  

    		2025-03-06 18:34:33.347177

    		-0.3 ms

  





  

    		2025-03-06 19:34:35.732067

    		-0.9 ms

  





  

    		2025-03-06 20:34:38.110763

    		-2.0 ms

  





  

    		2025-03-06 21:34:40.525818

    		0.3 ms

  





  

    		2025-03-06 22:34:42.611228

    		2.3 ms

  





  

    		2025-03-06 23:34:44.709129

    		2.1 ms

  





  

    		2025-03-07 00:34:46.925464

    		0.3 ms

  





  

    		2025-03-07 01:34:48.885638

    		-0.4 ms

  





  

    		2025-03-07 02:34:50.850209

    		0.4 ms

  





  

    		2025-03-07 03:34:53.324767

    		-1.9 ms

  





  

    		2025-03-07 04:34:54.944614

    		-0.6 ms

  





  

    		2025-03-07 05:34:56.704894

    		2.0 ms

  





  

    		2025-03-07 06:34:58.701856

    		0.4 ms

  





  

    		2025-03-07 07:35:00.119018

    		2.2 ms

  





  

    		2025-03-07 08:35:02.0804

    		0.9 ms

  





  

    		2025-03-07 09:35:04.644696

    		-0.4 ms

  





  

    		2025-03-07 10:35:07.242824

    		-2.1 ms

  





  

    		2025-03-07 11:35:09.237671

    		2.0 ms

  





  

    		2025-03-07 12:35:10.842448

    		3.5 ms

  





  

    		2025-03-07 13:35:13.024104

    		1.2 ms

  





  

    		2025-03-07 14:35:15.527193

    		-0.9 ms

  





  

    		2025-03-07 15:35:17.739749

    		2.6 ms

  





  

    		2025-03-07 16:35:20.872113

    		1.7 ms

  





  

    		2025-03-07 17:35:23.358944

    		0.8 ms

  





  

    		2025-03-07 18:35:24.94331

    		-1.4 ms

  





  

    		2025-03-07 19:35:28.037386

    		0.6 ms

  





  

    		2025-03-07 20:35:30.151647

    		3.4 ms

  





  

    		2025-03-07 21:35:32.573674

    		-0.8 ms

  





  

    		2025-03-07 22:35:34.630074

    		-0.2 ms

  





  

    		2025-03-07 23:35:36.272849

    		1.6 ms

  





  

    		2025-03-08 00:35:38.609246

    		-0.9 ms

  





  

    		2025-03-08 01:35:40.926187

    		-1.4 ms

  





  

    		2025-03-08 02:35:42.63998

    		-0.3 ms

  





  

    		2025-03-08 03:35:44.671469

    		-2.3 ms

  





  

    		2025-03-08 04:35:46.874439

    		-4.5 ms

  





  

    		2025-03-08 05:35:48.365741

    		-3.3 ms

  





  

    		2025-03-08 06:37:04.155933

    		-0.1 ms

  





  

    		2025-03-08 07:37:06.501034

    		2.6 ms

  





  

    		2025-03-08 08:37:09.142819

    		1.4 ms

  





  

    		2025-03-08 09:37:13.363074

    		1.1 ms

  





  

    		2025-03-08 10:37:16.660181

    		1.5 ms

  





  

    		2025-03-08 11:37:18.596751

    		1.2 ms

  





  

    		2025-03-08 12:37:21.962272

    		0.3 ms

  





  

    		2025-03-08 13:37:26.263263

    		1.2 ms

  





  

    		2025-03-08 14:37:30.190336

    		-0.6 ms

  





  

    		2025-03-08 15:37:33.289811

    		1.7 ms

  





  

    		2025-03-08 16:37:36.40238

    		-0.8 ms

  





  

    		2025-03-08 17:37:39.098271

    		1.5 ms

  





  

    		2025-03-08 18:37:40.830629

    		-0.5 ms

  





  

    		2025-03-08 19:37:43.624678

    		1.1 ms

  





  

    		2025-03-08 20:37:45.677813

    		0.7 ms

  





  

    		2025-03-08 21:37:48.327034

    		-1.2 ms

  





  

    		2025-03-08 22:37:50.958006

    		-0.1 ms

  





  

    		2025-03-08 23:37:53.482592

    		-0.4 ms

  





  

    		2025-03-09 00:37:55.268017

    		-2.0 ms

  





  

    		2025-03-09 01:37:57.558308

    		0.9 ms

  





  

    		2025-03-09 02:38:00.165652

    		-0.5 ms

  





  

    		2025-03-09 03:38:01.97828

    		-1.7 ms

  





  

    		2025-03-09 04:38:04.265771

    		-1.2 ms

  





  

    		2025-03-09 05:38:06.405445

    		1.6 ms

  





  

    		2025-03-09 06:38:08.617002

    		-0.5 ms

  





  

    		2025-03-09 07:38:10.354818

    		0.0 ms

  





  

    		2025-03-09 08:38:12.767111

    		0.6 ms

  





  

    		2025-03-09 09:38:15.074418

    		-0.2 ms

  





  

    		2025-03-09 10:38:16.694402

    		-1.4 ms

  





  

    		2025-03-09 11:38:19.735473

    		0.1 ms

  





  

    		2025-03-09 12:38:21.911026

    		-2.4 ms

  





  

    		2025-03-09 13:38:25.539169

    		1.6 ms

  





  

    		2025-03-09 14:38:28.042026

    		-1.2 ms

  





  

    		2025-03-09 15:38:29.904784

    		0.0 ms

  





  

    		2025-03-09 16:38:33.292694

    		-0.2 ms

  





  

    		2025-03-09 17:38:34.925875

    		-0.7 ms

  





  

    		2025-03-09 18:38:36.934466

    		3.7 ms

  





  

    		2025-03-09 19:38:40.626462

    		-1.5 ms

  





  

    		2025-03-09 20:38:43.357347

    		1.5 ms

  





  

    		2025-03-09 21:38:45.184202

    		-0.5 ms

  





  

    		2025-03-09 22:38:47.608266

    		-2.0 ms

  





  

    		2025-03-09 23:38:50.556022

    		-2.7 ms

  





  

    		2025-03-10 00:38:53.60157

    		0.9 ms

  





  

    		2025-03-10 01:38:56.487432

    		0.3 ms

  





  

    		2025-03-10 02:38:58.762101

    		-2.6 ms

  





  

    		2025-03-10 03:39:01.611788

    		0.8 ms

  





  

    		2025-03-10 04:39:03.939408

    		-0.3 ms

  





  

    		2025-03-10 05:39:06.114121

    		-1.1 ms

  





  

    		2025-03-10 06:39:08.59335

    		-0.1 ms

  





  

    		2025-03-10 07:39:10.403817

    		2.4 ms

  





  

    		2025-03-10 08:39:12.118169

    		3.1 ms

  





  

    		2025-03-10 09:39:14.025438

    		1.7 ms

  





  

    		2025-03-10 10:39:15.599745

    		8.3 ms

  





  

    		2025-03-10 11:39:17.232019

    		0.7 ms

  





  

    		2025-03-10 12:39:18.976968

    		2.4 ms

  





  

    		2025-03-10 13:39:20.67204

    		2.5 ms

  





  

    		2025-03-10 14:39:22.718875

    		1.8 ms

  





  

    		2025-03-10 15:39:24.84464

    		4.6 ms

  





  

    		2025-03-10 16:39:26.441276

    		3.3 ms

  





  

    		2025-03-10 17:39:28.13944

    		1.9 ms

  





  

    		2025-03-10 18:39:30.194408

    		1.6 ms

  





  

    		2025-03-10 19:39:32.91182

    		0.9 ms

  





  

    		2025-03-10 20:39:35.760236

    		1.1 ms

  





  

    		2025-03-10 21:39:37.979111

    		1.2 ms

  





  

    		2025-03-10 22:39:40.067424

    		0.6 ms

  





  

    		2025-03-10 23:39:41.987588

    		0.3 ms

  





  

    		2025-03-11 00:39:44.43957

    		-3.4 ms

  





  

    		2025-03-11 01:39:46.726689

    		1.3 ms

  





  

    		2025-03-11 02:39:49.06776

    		2.1 ms

  





  

    		2025-03-11 03:39:51.528741

    		1.7 ms

  





  

    		2025-03-11 04:39:53.697148

    		1.6 ms

  





  

    		2025-03-11 05:39:56.044023

    		2.3 ms

  





  

    		2025-03-11 06:39:58.316622

    		1.7 ms

  





  

    		2025-03-11 07:39:59.90586

    		2.1 ms

  





  

    		2025-03-11 08:40:01.768071

    		2.0 ms

  





  

    		2025-03-11 09:40:03.429782

    		2.5 ms

  





  

    		2025-03-11 10:40:05.612948

    		2.7 ms

  





  

    		2025-03-11 11:40:07.878495

    		1.8 ms

  





  

    		2025-03-11 12:40:10.533146

    		4.3 ms

  





  

    		2025-03-11 13:40:12.103656

    		1.2 ms

  





  

    		2025-03-11 14:40:14.81636

    		1.3 ms

  





  

    		2025-03-11 15:40:17.64861

    		3.0 ms

  





  

    		2025-03-11 16:40:19.514567

    		5.5 ms

  





  

    		2025-03-11 17:40:21.463146

    		-0.2 ms

  





  

    		2025-03-11 18:40:23.89072

    		0.6 ms

  





  

    		2025-03-11 19:40:26.733548

    		-1.1 ms

  





  

    		2025-03-11 20:40:29.066386

    		2.0 ms

  





  

    		2025-03-11 21:40:31.336856

    		-0.5 ms

  





  

    		2025-03-11 22:40:34.039084

    		-1.3 ms

  





  

    		2025-03-11 23:40:36.164397

    		-1.5 ms

  





  

    		2025-03-12 00:40:37.785657

    		-2.4 ms

  





  

    		2025-03-12 01:40:39.477029

    		-2.3 ms

  





  

    		2025-03-12 02:40:41.302244

    		-0.5 ms

  





  

    		2025-03-12 03:40:43.249122

    		-1.3 ms

  





  

    		2025-03-12 04:40:45.331467

    		-1.6 ms

  





  

    		2025-03-12 05:40:47.487294

    		-0.2 ms

  





  

    		2025-03-12 06:40:49.97542

    		-1.2 ms

  





  

    		2025-03-12 07:40:51.895865

    		2.2 ms

  





  

    		2025-03-12 08:40:54.36068

    		-1.2 ms

  





  

    		2025-03-12 09:40:55.970522

    		0.4 ms

  





  

    		2025-03-12 10:40:58.088576

    		2.0 ms

  





  

    		2025-03-12 11:40:59.566503

    		0.7 ms

  





  

    		2025-03-12 12:41:00.913182

    		2.8 ms

  





  

    		2025-03-12 13:41:02.447449

    		0.6 ms

  





  

    		2025-03-12 14:41:04.703569

    		0.5 ms

  





  

    		2025-03-12 15:41:06.284269

    		-0.6 ms

  





  

    		2025-03-12 16:41:07.930126

    		1.1 ms

  





  

    		2025-03-12 17:41:10.550571

    		0.4 ms

  





  

    		2025-03-12 18:41:13.087189

    		-2.4 ms

  





  

    		2025-03-12 19:41:15.719931

    		6.8 ms

  





  

    		2025-03-12 20:41:17.715937

    		7.8 ms

  





  

    		2025-03-12 21:41:20.884529

    		-1.3 ms

  





  

    		2025-03-12 22:41:22.692919

    		-1.3 ms

  





  

    		2025-03-12 23:41:24.687918

    		0.4 ms

  





  

    		2025-03-13 00:41:26.775504

    		-0.6 ms

  





  

    		2025-03-13 01:41:29.009097

    		-1.1 ms

  





  

    		2025-03-13 02:41:30.917785

    		-2.6 ms

  





  

    		2025-03-13 03:41:33.030219

    		0.2 ms

  





  

    		2025-03-13 04:41:34.934118

    		-1.4 ms

  





  

    		2025-03-13 05:41:36.901985

    		-0.3 ms

  





  

    		2025-03-13 06:41:39.242886

    		0.4 ms

  





  

    		2025-03-13 07:41:41.812142

    		1.8 ms

  





  

    		2025-03-13 08:41:44.838215

    		-0.5 ms

  





  

    		2025-03-13 09:41:47.222795

    		5.0 ms

  





  

    		2025-03-13 10:41:49.007131

    		1.5 ms

  





  

    		2025-03-13 11:41:51.288625

    		-0.3 ms

  





  

    		2025-03-13 12:41:52.991512

    		1.2 ms

  





  

    		2025-03-13 13:41:55.475196

    		2.0 ms

  





  

    		2025-03-13 14:41:57.249733

    		0.9 ms

  





  

    		2025-03-13 15:41:59.692796

    		0.7 ms

  





  

    		2025-03-13 16:42:01.579841

    		-0.4 ms

  





  

    		2025-03-13 17:42:03.490979

    		-0.7 ms

  





  

    		2025-03-13 18:42:06.168782

    		-1.7 ms

  





  

    		2025-03-13 19:42:08.163802

    		0.9 ms

  





  

    		2025-03-13 20:42:11.053579

    		-0.3 ms

  





  

    		2025-03-13 21:42:13.052234

    		-2.8 ms

  





  

    		2025-03-13 22:42:14.674089

    		-3.4 ms

  





  

    		2025-03-13 23:42:16.117714

    		-0.1 ms

  





  

    		2025-03-14 00:42:18.680329

    		-2.0 ms

  





  

    		2025-03-14 01:42:20.593286

    		-1.1 ms

  





  

    		2025-03-14 02:42:22.413266

    		1.3 ms

  





  

    		2025-03-14 03:42:24.063338

    		1.8 ms

  





  

    		2025-03-14 04:42:26.063267

    		2.3 ms

  





  

    		2025-03-14 05:42:27.777063

    		1.6 ms

  





  

    		2025-03-14 06:42:29.483027

    		0.9 ms

  





  

    		2025-03-14 07:42:31.775128

    		1.8 ms

  





  

    		2025-03-14 08:42:34.172392

    		0.3 ms

  





  

    		2025-03-14 09:42:36.54435

    		3.2 ms

  





  

    		2025-03-14 10:42:38.107482

    		-1.1 ms

  





  

    		2025-03-14 11:42:39.645494

    		5.5 ms

  





  

    		2025-03-14 12:42:41.177497

    		6.7 ms

  





  

    		2025-03-14 13:42:43.660966

    		1.7 ms

  





  

    		2025-03-14 14:42:45.569598

    		-0.1 ms

  





  

    		2025-03-14 15:42:47.374238

    		1.8 ms

  





  

    		2025-03-14 16:42:49.17644

    		-0.4 ms

  





  

    		2025-03-14 17:42:51.067535

    		0.8 ms

  





  

    		2025-03-14 18:42:53.838743

    		0.7 ms

  





  

    		2025-03-14 19:42:55.889744

    		0.0 ms

  





  

    		2025-03-14 20:42:58.549382

    		-0.4 ms

  





  

    		2025-03-14 21:43:00.836722

    		-1.7 ms

  





  

    		2025-03-14 22:43:03.554475

    		0.5 ms

  





  

    		2025-03-14 23:43:05.519135

    		-1.3 ms

  





  

    		2025-03-15 00:43:07.538204

    		-2.6 ms

  





  

    		2025-03-15 01:43:09.340629

    		-2.2 ms

  





  

    		2025-03-15 02:43:11.676426

    		-1.3 ms

  





  

    		2025-03-15 03:43:14.08511

    		0.3 ms

  





  

    		2025-03-15 04:43:16.518905

    		-1.3 ms

  





  

    		2025-03-15 05:43:18.627602

    		-1.1 ms

  





  

    		2025-03-15 06:43:20.632079

    		-0.3 ms

  





  

    		2025-03-15 07:43:23.54191

    		-2.3 ms

  





  

    		2025-03-15 08:43:26.183101

    		1.3 ms

  





  

    		2025-03-15 09:43:27.799872

    		0.7 ms

  





  

    		2025-03-15 10:43:29.801601

    		-1.2 ms

  





  

    		2025-03-15 11:43:31.893882

    		0.1 ms

  





  

    		2025-03-15 12:43:33.945475

    		0.8 ms

  





  

    		2025-03-15 13:43:36.152084

    		0.0 ms

  





  

    		2025-03-15 14:43:37.811236

    		1.1 ms

  





  

    		2025-03-15 15:43:39.918345

    		2.2 ms

  





  

    		2025-03-15 16:43:41.504219

    		-0.3 ms

  





  

    		2025-03-15 17:43:43.933234

    		-0.8 ms

  





  

    		2025-03-15 18:43:46.412452

    		-2.8 ms

  





  

    		2025-03-15 19:43:48.60599

    		-1.7 ms

  





  

    		2025-03-15 20:43:51.246315

    		-1.1 ms

  





  

    		2025-03-15 21:43:53.278886

    		-1.6 ms

  





  

    		2025-03-15 22:43:55.14543

    		-1.5 ms

  





  

    		2025-03-15 23:43:57.512793

    		-2.0 ms

  





  

    		2025-03-16 00:44:00.001933

    		-1.8 ms

  





  

    		2025-03-16 01:44:02.140038

    		0.5 ms

  





  

    		2025-03-16 02:44:04.159381

    		-1.9 ms

  





  

    		2025-03-16 03:44:06.410099

    		1.0 ms

  





  

    		2025-03-16 04:44:08.944795

    		-0.9 ms

  





  

    		2025-03-16 05:44:11.181214

    		0.2 ms

  





  

    		2025-03-16 06:44:13.247349

    		1.7 ms

  





  

    		2025-03-16 07:44:15.85041

    		0.9 ms

  





  

    		2025-03-16 08:44:17.398162

    		0.0 ms

  





  

    		2025-03-16 09:44:20.311557

    		-0.6 ms

  





  

    		2025-03-16 10:44:21.72272

    		1.1 ms

  





  

    		2025-03-16 11:44:23.280334

    		-0.9 ms

  





  

    		2025-03-16 12:44:25.102891

    		-1.0 ms

  





  

    		2025-03-16 13:44:28.522911

    		-0.2 ms

  





  

    		2025-03-16 14:44:30.157159

    		1.6 ms

  





  

    		2025-03-16 15:44:32.884287

    		-1.9 ms

  





  

    		2025-03-16 16:44:36.350986

    		-3.3 ms

  





  

    		2025-03-16 17:44:38.825903

    		-2.8 ms

  





  

    		2025-03-16 18:44:41.610498

    		-0.6 ms

  





  

    		2025-03-16 19:44:43.938884

    		0.5 ms

  





  

    		2025-03-16 20:44:45.892581

    		-0.6 ms

  





  

    		2025-03-16 21:44:48.586474

    		-0.2 ms

  





  

    		2025-03-16 22:44:50.125889

    		-2.6 ms

  





  

    		2025-03-16 23:44:52.00766

    		-1.3 ms

  





  

    		2025-03-17 00:44:54.485835

    		1.0 ms

  





  

    		2025-03-17 01:44:57.076972

    		1.3 ms

  





  

    		2025-03-17 02:44:59.246301

    		-1.0 ms

  





  

    		2025-03-17 03:45:01.022976

    		-1.2 ms

  





  

    		2025-03-17 04:45:03.589454

    		-0.5 ms

  





  

    		2025-03-17 05:45:05.752495

    		2.2 ms

  





  

    		2025-03-17 06:45:08.173259

    		1.6 ms

  





  

    		2025-03-17 07:45:10.778563

    		1.5 ms

  





  

    		2025-03-17 08:45:12.733219

    		-0.9 ms

  





  

    		2025-03-17 09:45:14.418157

    		1.4 ms

  





  

    		2025-03-17 10:45:16.177241

    		-0.4 ms

  





  

    		2025-03-17 11:45:17.565963

    		1.7 ms

  





  

    		2025-03-17 12:45:19.190194

    		0.2 ms

  





  

    		2025-03-17 13:45:20.815833

    		-0.4 ms

  





  

    		2025-03-17 14:45:22.409067

    		0.9 ms

  





  

    		2025-03-17 15:45:24.042472

    		-0.1 ms

  





  

    		2025-03-17 16:45:25.77267

    		-2.4 ms

  





  

    		2025-03-17 17:45:28.518064

    		0.1 ms

  





  

    		2025-03-17 18:45:30.98772

    		2.7 ms

  





  

    		2025-03-17 19:45:32.544167

    		-0.8 ms

  





  

    		2025-03-17 20:45:34.868535

    		-1.6 ms

  





  

    		2025-03-17 21:45:36.561827

    		-0.6 ms

  





  

    		2025-03-17 22:45:38.553035

    		-0.7 ms

  





  

    		2025-03-17 23:45:40.950025

    		-0.4 ms

  





  

    		2025-03-18 00:45:42.927301

    		-1.1 ms

  





  

    		2025-03-18 01:45:45.227383

    		-1.2 ms

  





  

    		2025-03-18 02:45:47.631583

    		-0.1 ms

  





  

    		2025-03-18 03:45:50.722794

    		1.3 ms

  





  

    		2025-03-18 04:45:52.664349

    		-0.2 ms

  





  

    		2025-03-18 05:45:55.129576

    		-0.4 ms

  





  

    		2025-03-18 06:45:57.361894

    		0.5 ms

  





  

    		2025-03-18 07:45:59.317001

    		-0.8 ms

  





  

    		2025-03-18 08:46:01.734134

    		3.2 ms

  





  

    		2025-03-18 09:46:04.040294

    		0.5 ms

  





  

    		2025-03-18 10:46:06.637804

    		2.9 ms

  





  

    		2025-03-18 11:46:08.654342

    		1.8 ms

  





  

    		2025-03-18 12:46:10.344713

    		-0.7 ms

  





  

    		2025-03-18 13:46:11.783204

    		-0.3 ms

  





  

    		2025-03-18 14:46:13.494768

    		0.3 ms

  





  

    		2025-03-18 15:46:16.025729

    		-0.1 ms

  





  

    		2025-03-18 16:46:17.724066

    		-0.6 ms

  





  

    		2025-03-18 17:46:21.097912

    		-6.4 ms

  





  

    		2025-03-18 18:46:23.394513

    		0.8 ms

  





  

    		2025-03-18 19:46:25.097503

    		-0.7 ms

  





  

    		2025-03-18 20:46:28.080338

    		0.1 ms

  





  

    		2025-03-18 21:46:30.993771

    		1.4 ms

  





  

    		2025-03-18 22:46:32.848144

    		0.0 ms

  





  

    		2025-03-18 23:46:34.501362

    		-2.6 ms

  





  

    		2025-03-19 00:46:36.264993

    		0.2 ms

  





  

    		2025-03-19 01:46:37.818544

    		-1.7 ms

  





  

    		2025-03-19 02:46:39.698614

    		-1.2 ms

  





  

    		2025-03-19 03:46:41.841217

    		-0.2 ms

  





  

    		2025-03-19 04:46:43.846244

    		-0.9 ms

  





  

    		2025-03-19 05:46:45.784441

    		2.0 ms

  





  

    		2025-03-19 06:46:48.327205

    		-0.7 ms

  





  

    		2025-03-19 07:46:50.126003

    		3.8 ms

  





  

    		2025-03-19 08:46:51.978871

    		4.9 ms

  





  

    		2025-03-19 09:46:53.938522

    		5.6 ms

  





  

    		2025-03-19 10:46:55.542726

    		-0.1 ms

  





  

    		2025-03-19 11:46:58.045224

    		-1.3 ms

  





  

    		2025-03-19 12:47:01.041738

    		0.6 ms

  





  

    		2025-03-19 13:47:03.044643

    		1.1 ms

  





  

    		2025-03-19 14:47:04.842523

    		0.1 ms

  





  

    		2025-03-19 15:47:06.333199

    		1.1 ms

  





  

    		2025-03-19 16:47:08.957875

    		1.9 ms

  





  

    		2025-03-19 17:47:10.575523

    		1.2 ms

  





  

    		2025-03-19 18:47:13.298377

    		-0.3 ms

  





  

    		2025-03-19 19:47:16.053745

    		0.2 ms

  





  

    		2025-03-19 20:47:18.314337

    		-0.8 ms

  





  

    		2025-03-19 21:47:20.072058

    		-1.9 ms

  





  

    		2025-03-19 22:47:21.586702

    		-2.1 ms

  





  

    		2025-03-19 23:47:24.294657

    		-0.7 ms

  





  

    		2025-03-20 00:47:27.335353

    		-0.4 ms

  





  

    		2025-03-20 01:47:29.584207

    		-0.1 ms

  





  

    		2025-03-20 02:47:31.51554

    		-0.4 ms

  





  

    		2025-03-20 03:47:34.073209

    		-0.4 ms

  





  

    		2025-03-20 04:47:36.236787

    		-1.6 ms

  





  

    		2025-03-20 05:47:38.724477

    		0.8 ms

  





  

    		2025-03-20 06:47:41.049426

    		1.5 ms

  





  

    		2025-03-20 07:47:43.181704

    		0.4 ms

  





  

    		2025-03-20 08:47:45.628335

    		0.6 ms

  





  

    		2025-03-20 09:47:47.702161

    		1.9 ms

  





  

    		2025-03-20 10:47:49.815495

    		0.9 ms

  





  

    		2025-03-20 11:47:51.623852

    		0.6 ms

  





  

    		2025-03-20 12:47:53.554726

    		0.8 ms

  





  

    		2025-03-20 13:47:55.293872

    		-1.2 ms

  





  

    		2025-03-20 14:47:57.216718

    		-1.3 ms

  





  

    		2025-03-20 15:47:59.080958

    		-1.7 ms

  





  

    		2025-03-20 16:48:01.164628

    		3.0 ms

  





  

    		2025-03-20 17:48:03.432746

    		2.3 ms

  





  

    		2025-03-20 18:48:06.274221

    		0.3 ms

  





  

    		2025-03-20 19:48:09.094793

    		1.5 ms

  





  

    		2025-03-20 20:48:11.566837

    		1.0 ms

  





  

    		2025-03-20 21:48:14.844759

    		-1.5 ms

  





  

    		2025-03-20 22:48:17.188312

    		-0.9 ms

  





  

    		2025-03-20 23:48:19.166164

    		-0.3 ms

  





  

    		2025-03-21 00:48:20.987536

    		-1.5 ms

  





  

    		2025-03-21 01:48:23.018629

    		-0.8 ms

  





  

    		2025-03-21 02:48:25.340693

    		-0.1 ms

  





  

    		2025-03-21 03:48:27.90487

    		-0.8 ms

  





  

    		2025-03-21 04:48:30.712391

    		-1.3 ms

  





  

    		2025-03-21 05:48:32.997143

    		-0.1 ms

  





  

    		2025-03-21 06:48:35.544319

    		-2.1 ms

  





  

    		2025-03-21 07:48:37.310196

    		0.4 ms

  





  

    		2025-03-21 08:48:39.000997

    		0.4 ms

  





  

    		2025-03-21 09:48:40.880318

    		1.8 ms

  





  

    		2025-03-21 10:48:43.142653

    		4.0 ms

  





  

    		2025-03-21 11:48:44.766508

    		-1.1 ms

  





  

    		2025-03-21 12:48:46.272073

    		1.7 ms

  





  

    		2025-03-21 13:48:47.799991

    		0.3 ms

  





  

    		2025-03-21 14:48:49.690378

    		-0.3 ms

  





  

    		2025-03-21 15:48:51.504785

    		0.2 ms

  





  

    		2025-03-21 16:48:53.173988

    		-0.6 ms

  





  

    		2025-03-21 17:48:54.688092

    		0.7 ms

  





  

    		2025-03-21 18:48:56.309526

    		-0.9 ms

  





  

    		2025-03-21 19:48:59.381624

    		-0.7 ms

  





  

    		2025-03-21 20:49:01.409273

    		-0.7 ms

  





  

    		2025-03-21 21:49:03.584544

    		-2.2 ms

  





  

    		2025-03-21 22:49:05.227645

    		0.1 ms

  





  

    		2025-03-21 23:49:07.235411

    		-1.3 ms

  





  

    		2025-03-22 00:49:09.047867

    		-2.3 ms

  





  

    		2025-03-22 01:49:11.434197

    		-1.1 ms

  





  

    		2025-03-22 02:49:13.455848

    		-1.7 ms

  





  

    		2025-03-22 03:49:16.292532

    		-1.4 ms

  





  

    		2025-03-22 04:49:18.481093

    		0.6 ms

  





  

    		2025-03-22 05:49:20.687563

    		-2.0 ms

  





  

    		2025-03-22 06:49:23.327831

    		0.6 ms

  





  

    		2025-03-22 07:49:26.041263

    		2.0 ms

  





  

    		2025-03-22 08:49:28.136743

    		1.5 ms

  





  

    		2025-03-22 09:49:30.770793

    		1.5 ms

  





  

    		2025-03-22 10:49:32.359465

    		3.0 ms

  





  

    		2025-03-22 11:49:34.194616

    		2.2 ms

  





  

    		2025-03-22 12:49:36.163472

    		0.6 ms

  





  

    		2025-03-22 13:49:38.915673

    		0.9 ms

  





  

    		2025-03-22 14:49:40.955952

    		-1.5 ms

  





  

    		2025-03-22 15:49:43.049224

    		1.1 ms

  





  

    		2025-03-22 16:49:45.21724

    		0.3 ms

  





  

    		2025-03-22 17:49:47.317794

    		-0.6 ms

  





  

    		2025-03-22 18:49:49.586405

    		0.4 ms

  





  

    		2025-03-22 19:49:51.149546

    		0.2 ms

  





  

    		2025-03-22 20:49:53.73975

    		-0.8 ms

  





  

    		2025-03-22 21:49:55.745335

    		1.0 ms

  





  

    		2025-03-22 22:49:57.712665

    		-1.6 ms

  





  

    		2025-03-22 23:49:59.679408

    		0.1 ms

  





  

    		2025-03-23 00:50:01.892167

    		0.6 ms

  





  

    		2025-03-23 01:50:03.715755

    		1.1 ms

  





  

    		2025-03-23 02:50:05.94672

    		1.3 ms

  





  

    		2025-03-23 03:50:07.687435

    		-1.0 ms

  





  

    		2025-03-23 04:50:09.971577

    		-0.4 ms

  





  

    		2025-03-23 05:50:11.761516

    		-0.2 ms

  





  

    		2025-03-23 06:50:14.073089

    		1.3 ms

  





  

    		2025-03-23 07:50:16.099487

    		-0.2 ms

  





  

    		2025-03-23 08:50:18.71644

    		-0.3 ms

  





  

    		2025-03-23 09:50:21.045685

    		0.1 ms

  





  

    		2025-03-23 10:50:23.040172

    		-0.1 ms

  





  

    		2025-03-23 11:50:25.301652

    		1.4 ms

  





  

    		2025-03-23 12:50:27.839938

    		-1.5 ms

  





  

    		2025-03-23 13:50:29.720117

    		0.8 ms

  





  

    		2025-03-23 14:50:31.280484

    		-1.6 ms

  





  

    		2025-03-23 15:50:32.959271

    		0.1 ms

  





  

    		2025-03-23 16:50:34.528824

    		0.5 ms

  





  

    		2025-03-23 17:50:37.066194

    		0.0 ms

  





  

    		2025-03-23 18:50:39.845724

    		-0.9 ms

  





  

    		2025-03-23 19:50:42.366833

    		-0.8 ms

  





  

    		2025-03-23 20:50:45.501817

    		1.9 ms

  





  

    		2025-03-23 21:50:48.45371

    		1.1 ms

  





  

    		2025-03-23 22:50:50.666665

    		-0.2 ms

  





  

    		2025-03-23 23:50:52.911591

    		1.5 ms

  





  

    		2025-03-24 00:50:54.910672

    		-1.8 ms

  





  

    		2025-03-24 01:50:57.364213

    		-1.7 ms

  





  

    		2025-03-24 02:51:00.000287

    		1.2 ms

  





  

    		2025-03-24 03:51:02.374159

    		-1.2 ms

  





  

    		2025-03-24 04:51:04.609252

    		2.3 ms

  





  

    		2025-03-24 05:51:06.619946

    		-0.5 ms

  





  

    		2025-03-24 06:51:08.626766

    		0.0 ms

  





  

    		2025-03-24 07:51:11.119196

    		-1.2 ms

  





  

    		2025-03-24 08:51:12.864025

    		2.2 ms

  





  

    		2025-03-24 09:51:14.51465

    		0.3 ms

  





  

    		2025-03-24 10:51:16.036257

    		-0.4 ms

  





  

    		2025-03-24 11:51:18.004727

    		-0.7 ms

  





  

    		2025-03-24 12:51:19.905517

    		1.4 ms

  





  

    		2025-03-24 13:51:22.345827

    		1.3 ms

  





  

    		2025-03-24 14:51:23.789083

    		1.5 ms

  





  

    		2025-03-24 15:51:25.656967

    		3.3 ms

  





  

    		2025-03-24 16:51:28.79027

    		2.1 ms

  





  

    		2025-03-24 17:51:31.345309

    		0.0 ms

  





  

    		2025-03-24 18:51:34.089485

    		-0.2 ms

  





  

    		2025-03-24 19:51:36.152889

    		-0.5 ms

  





  

    		2025-03-24 20:51:38.702329

    		-1.2 ms

  





  

    		2025-03-24 21:51:41.538262

    		0.7 ms

  





  

    		2025-03-24 22:51:43.770558

    		-0.1 ms

  





  

    		2025-03-24 23:51:46.555353

    		-1.8 ms

  





  

    		2025-03-25 00:51:48.459403

    		-0.5 ms

  





  

    		2025-03-25 01:51:50.62232

    		0.4 ms

  





  

    		2025-03-25 02:51:52.8151

    		-0.4 ms

  





  

    		2025-03-25 03:51:55.04783

    		-0.8 ms

  





  

    		2025-03-25 04:51:57.693937

    		0.7 ms

  





  

    		2025-03-25 05:51:59.77199

    		-0.6 ms

  





  

    		2025-03-25 06:52:01.92523

    		-0.1 ms

  





  

    		2025-03-25 07:52:04.533692

    		1.3 ms

  





  

    		2025-03-25 08:52:06.073791

    		-1.0 ms

  





  

    		2025-03-25 09:52:07.706234

    		-0.4 ms

  





  

    		2025-03-25 10:52:09.245567

    		1.6 ms

  





  

    		2025-03-25 11:52:10.911985

    		-1.0 ms

  





  

    		2025-03-25 12:52:14.422714

    		-2.6 ms

  





  

    		2025-03-25 13:52:16.390296

    		-1.4 ms

  





  

    		2025-03-25 14:52:18.01085

    		5.0 ms

  





  

    		2025-03-25 15:52:19.695118

    		-0.6 ms

  





  

    		2025-03-25 16:52:21.41677

    		-0.9 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-03-24 08:50:55.001 UTC

    		213.65.239.203

    		Håkan Larsson (HL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-24 08:52:50.866 UTC

    		213.65.239.203

    		Håkan Larsson (HL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-11 15:18:20 UTC.

  

  

    		2025-03-24 08:55:59.856 UTC

    		185.144.145.12

    		Peter Larsson (PL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-24 08:56:43.862 UTC

    		185.144.145.12

    		Peter Larsson (PL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-11 15:18:20 UTC.

  

  

    		2025-03-24 17:20:33.142 UTC

    		86.42.90.221

    		Fredrik Turzik (FT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-24 17:22:45.186 UTC

    		86.42.90.221

    		Fredrik Turzik (FT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-11 15:18:20 UTC.

  

  

    		2025-03-25 14:21:23.901 UTC

    		85.24.188.250

    		Frida Erolsson (FE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-25 14:24:25.732 UTC

    		85.24.188.250

    		Frida Erolsson (FE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-11 15:18:20 UTC.

  

  

    		2025-03-25 16:54:48.719 UTC

    		217.210.92.213

    		Lars Johansson (LJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-25 16:56:02.477 UTC

    		217.210.92.213

    		Lars Johansson (LJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-11 15:18:20 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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